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Question 1
Question Type: MultipleChoice

Which two features are used to configure Cisco ESA with a multilayer approach to fight viruses and malware? (Choose two).

Options: 
A) Sophos engine

B) white list

C) RAT

D) outbreak filters

E) DLP

Answer: 
A, D

Question 2
Question Type: MultipleChoice



Which two features of Cisco DNA Center are used in a Software Defined Network solution? (Choose two.)

Options: 
A) accounting

B) assurance

C) automation

D) authentication

E) encryption

Answer: 
B, C

Question 3
Question Type: MultipleChoice

An engineer used a posture check on a Microsoft Windows endpoint and discovered that the MS17-010 patch was not installed, which

left the endpoint vulnerable to WannaCry ransomware. Which two solutions mitigate the risk of this ransomware infection? (Choose two.)



Options: 
A) Configure a posture policy in Cisco Identity Services Engine to install the MS17-010 patch before allowing access on the

network.

B) Set up a profiling policy in Cisco Identity Service Engine to check and endpoint patch level before allowing access on the network.

C) Configure a posture policy in Cisco Identity Services Engine to check that an endpoint patch level is met before allowing access on

the network.

D) Configure endpoint firewall policies to stop the exploit traffic from being allowed to run and replicate throughout the network.

E) Set up a well-defined endpoint patching strategy to ensure that endpoints have critical vulnerabilities patched in a timely fashion

Answer: 
A, C

Question 4
Question Type: MultipleChoice

Which two endpoint measures are used to minimize the chances of falling victim to phishing and social engineering attacks? (Choose

two.)



Options: 
A) Patch for cross-site scripting

B) Perform backups to the private cloud.

C) Protect against input validation and character escapes in the endpoint.

D) Install a spam and virus email filter

E) Protect systems with an up-to-date antimalware program

Answer: 
D, E

Question 5
Question Type: MultipleChoice

Under which two circumstances is a CoA issued? (Choose two.)

Options: 



A) A new authentication rule was added to the policy on the Policy Service node

B) An endpoint is deleted on the Identity Service Engine server

C) A new Identity Source Sequence is created and referenced in the authentication policy

D) An endpoint is profiled for the first time

E) A new Identity Service Engine server is added to the deployment with the Administration persona

Answer: 
B, D

Question 6
Question Type: MultipleChoice

Which two mechanisms are used to control phishing attacks? (Choose two.)

Options: 
A) Enable browser alerts for fraudulent websites

B) Define security group memberships



C) Revoke expired CRL of the websites

D) Use antispyware software

E) Implement email filtering techniques

Answer: 
A, E

Question 7
Question Type: MultipleChoice

When wired 802.1X authentication is implemented, which two components are required? (Choose two.)

Options: 
A) authentication server: Cisco Identity Service Engine

B) supplicant: Cisco AnyConnect ISE Posture module

C) authenticator: Cisco Catalyst switch

D) authenticator: Cisco Identity Services Engine



E) authentication server: Cisco Prime Infrastructure

Answer: 
A, C
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