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Question 1
Question Type: MultipleChoice

An engineer must configure Cisco AMP for Endpoints so that it contains a list of files that should not be executed by users. These files

must not be quarantined. Which action meets this configuration requirement?

Options: 
A- Identity the network IPs and place them in a blocked list.

B- Modify the advanced custom detection list to include these files.

C- Create an application control blocked applications list.

D- Add a list for simple custom detection.

Answer: 
C

Question 2
Question Type: MultipleChoice



When MAB is configured for use within the 802.1X environment, an administrator must create a policy that allows the devices onto the

network. Which information is used for the username and password?

Options: 
A- The MAB uses the IP address as username and password.

B- The MAB uses the call-station-ID as username and password.

C- Each device must be set manually by the administrator.

D- The MAB uses the MAC address as username and password.

Answer: 
D

Question 3
Question Type: MultipleChoice

Based on the NIST 800-145 guide, which cloud architecture is provisioned for exclusive use by a specific group of consumers from

different organizations and may be owned, managed, and operated by one or more of those organizations?



Options: 
A- hybrid cloud

B- private cloud

C- community cloud

D- public cloud

Answer: 
C

Question 4
Question Type: MultipleChoice

Which VPN provides scalability for organizations with many remote sites?

Options: 
A- DMVPN



B- site-to-site iPsec

C- SSL VPN

D- GRE over IPsec

Answer: 
A

Question 5
Question Type: MultipleChoice

Which Cisco network security device supports contextual awareness?

Options: 
A- Firepower

B- CISCO ASA

C- Cisco IOS

D- ISE



Answer: 
D

Question 6
Question Type: MultipleChoice

Which solution is more secure than the traditional use of a username and password and encompasses at least two of the methods of

authentication?

Options: 
A- single-sign on

B- RADIUS/LDAP authentication

C- Kerberos security solution

D- multifactor authentication

Answer: 
D



Question 7
Question Type: MultipleChoice

An organization is using DNS services for their network and want to help improve the security of the DNS infrastructure. Which action

accomplishes this task?

Options: 
A- Use DNSSEC between the endpoints and Cisco Umbrella DNS servers.

B- Modify the Cisco Umbrella configuration to pass queries only to non-DNSSEC capable zones.

C- Integrate Cisco Umbrella with Cisco CloudLock to ensure that DNSSEC is functional.

D- Configure Cisco Umbrella and use DNSSEC for domain authentication to authoritative servers.

Answer: 
D

Question 8
Question Type: MultipleChoice



What is the purpose of the Cisco Endpoint IoC feature?

Options: 
A- It is an incident response tool.

B- It provides stealth threat prevention.

C- It is a signature-based engine.

D- It provides precompromise detection.

Answer: 
A

Explanation: 

The Endpoint Indication of Compromise (IOC) feature is a powerful incident response tool for scanning of post-compromise indicators

across multiple computers.

Question 9



Question Type: MultipleChoice

Which two protocols must be configured to authenticate end users to the Cisco WSA? (Choose two.)

Options: 
A- TACACS+

B- CHAP

C- NTLMSSP

D- RADIUS

E- Kerberos

Answer: 
A, D

Question 10
Question Type: MultipleChoice

What is the target in a phishing attack?



Options: 
A- perimeter firewall

B- IPS

C- web server

D- endpoint

Answer: 
D

Question 11
Question Type: MultipleChoice

Which action must be taken in the AMP for Endpoints console to detect specific MD5 signatures on endpoints and then quarantine the

files?

Options: 



A- Configure an advanced custom detection list.

B- Configure an IP Block & Allow custom detection list

C- Configure an application custom detection list

D- Configure a simple custom detection list

Answer: 
A



To Get Premium Files for 350-701 Visit
https://www.p2pexams.com/products/350-701

For More Free Questions Visit
https://www.p2pexams.com/cisco/pdf/350-701

https://www.p2pexams.com/products/350-701
https://www.p2pexams.com/cisco/pdf/350-701

