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Question 1
Question Type: Hotspot

SIMULATION

You have been tasked with setting up a wireless network in an office. The network will consist of 3 Access Points and a single switch.

The network must meet the following parameters:

The SSIDs need to be configured as CorpNet with a key of S3cr3t!

The wireless signals should not interfere with each other

The subnet the Access Points and switch are on should only support 30 devices maximum

The Access Points should be configured to only support TKIP clients at a maximum speed

INSTRUCTONS

Click on the wireless devices and review their information and adjust the settings of the access points to meet the given requirements.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

On the first exhibit, the layout should be as follows

Exhibit 2 as follows

Access Point Name AP2

Image not found or type unknown

Image not found or type unknownImage not found or type unknownImage not found or type unknownImage not found or type unknownImage not found or type unknown



Exhibit 3 as follows

Access Point Name AP3

Image not found or type unknownImage not found or type unknownImage not found or type unknown

Image not found or type unknownImage not found or type unknownImage not found or type unknown

Answer: 

Question 2
Question Type: MultipleChoice

A rogue AP was found plugged in and providing Internet access to employees in the break room. Which of the following would be BEST

to use to stop this from happening without physically removing the WAP?

Options: 
A) Password complexity

B) Port security

C) Wireless client isolation

D) Secure SNMP



Answer: 
B

Question 3
Question Type: MultipleChoice

A network administrator wants to reduce overhead and increase efficiency on a SAN. Which of the following can be configured to

achieve these goals?

Options: 
A) Port aggregation

B) Traffic shaping

C) Jumbo frames

D) Flow control

Answer: 
C



Question 4
Question Type: MultipleChoice

To comply with industry requirements, a security assessment on the cloud server should identify which protocols and weaknesses are

being exposed to attackers on the Internet. Which of the following tools is the MOST appropriate to complete the assessment?

Options: 
A) Use tcpdump and parse the output file in a protocol analyzer.

B) Use an IP scanner and target the cloud WAN network addressing.

C) Run netstat in each cloud server and retrieve the running processes.

D) Use nmap and set the servers' public IPs as the targets.

Answer: 
D

Question 5
Question Type: MultipleChoice



A company's network is set up so all Internet-bound traffic from all remote offices exits through a main datacenter. Which of the following

network topologies would BEST describe this setup?

Options: 
A) Bus

B) Spine-and-leaf

C) Hub-and-spoke

D) Mesh

Answer: 
C

Question 6
Question Type: MultipleChoice

Which of the following policies should be referenced when a user wants to access work email on a personal cell phone?



Options: 
A) Offboarding policy

B) Acceptable use policy

C) BYOD policy

D) Remote access policy

Answer: 
C

Question 7
Question Type: MultipleChoice

A packet is assigned a value to ensure it does not traverse a network indefinitely. Which of the following BEST represents this value?

Options: 
A) Zero Trust



B) Planned obsolescence

C) Time to live

D) Caching

Answer: 
C

Question 8
Question Type: MultipleChoice

A systems administrator is configuring a firewall using NAT with PAT. Which of the following would be BEST suited for the LAN interface?

Options: 
A) 172.15.0.0/18

B) 172.18.0.0/10

C) 172.23.0.0/16

D) 172.28.0.0/8



E) 172.32.0.0/14

Answer: 
C
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