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Question 1

Question Type: MultipleChoice

A hacker gained access to a system via a phishing attempt that was a direct result of a user clicking a suspicious link. The link laterally
deployed ransomware, which laid dormant for multiple weeks, across the network. Which of the following would have mitigated the
spread?

Options:

A-IPS
B- IDS
C- WAF
D- UAT

Answer:

A

Explanation:




IPSstands for intrusion prevention system, which is a network security device that monitors and blocks malicious traffic in real time. IPS
is different from IDS, which only detects and alerts on malicious traffic, but does not block it. IPS would have mitigated the spread of
ransomware by preventing the hacker from accessing the system via the phishing link, or by stopping the ransomware from
communicating with its command and control server or encrypting the files.

Question 2

Question Type: MultipleChoice

A security engineer is implementing FDE for all laptops in an organization. Which of the following are the most important for the engineer
to consider as part of the planning process? (Select two).

Options:

A- Key escrow
B- TPM presence
C- Digital signatures

D- Data tokenization



E- Public key management

F- Certificate authority linking

Answer:

A B

Explanation:

Key escrowis a method of storing encryption keys in a secure location, such as a trusted third party or a hardware security module
(HSM). Key escrow is important for FDE because it allows the recovery of encrypted data in case of lost or forgotten passwords, device
theft, or hardware failure. Key escrow also enables authorized access to encrypted data for legal or forensic purposes.

TPM presenceis a feature of some laptops that have a dedicated chip for storing encryption keys and other security information. TPM
presence is important for FDE because it enhances the security and performance of encryption by generating and protecting the keys
within the chip, rather than relying on software or external devices. TPM presence also enables features such as secure boot, remote
attestation, and device authentication.

Question 3

Question Type: MultipleChoice




An administrator is reviewing a single server's security logs and discovers the following;

Eeywords Date and Time Source Event IDTask Category
Rudiz 09/1E/2022 Microsoft 4625 Logon
Failure 11:13:05 AM Windows security

Audit 09/ 1672022 Microsoft 46825 Logon
Failure 11:13:07 AM Windows sscurity

Auditc g8/l1e/2022 Microsoft 4625 Logon
Failure 11:13:09% AM Windows security

Audit 08/le/z022 Microsoftc 4E25 Logon
Failure 11:13:11 AM Windows securicy

Audit 09/1€/2022 Microsoft 4825 Logon
Failur= 11:13:13 AM Windows security

Auditc 08/16/2022 Microsoft 4625 Logon
Failure 11:13:15 AM Windows szecuricy

Rudit ge/flEe/2022 Microsoft 4625 Logon
Failure 11:13:17 AM Windows security

Audit 0efl6/2022 Microsoft 4625 Logon
Failure 11:13:19% AM Windows security

Audit 09/16/2022 Microsoft 4625 Logon
Failure 11:13:21 AM Windows security

Audit 09/le/2022 Microsoft 4625 Logon
Failure 11:13:23 AM Windows =ecurity

Audiz 09/16/2022 Microsoft 4625 Logon
Failure 11:13:25 AM Windows security

Audit 09/ 16/2022 Microsofc 4625 Logon

Failure 11:13:27 AM Windows securitcy

Which of the following best describes the action captured in this log file?

Options:




A- Brute-force attack
B- Privilege escalation
C- Failed password audit

D- Forgotten password by the user

Answer:

Explanation:

A brute-force attack is a type of attack that involves systematically trying all possible combinations of passwords or keys until the correct
one is found. The log file shows multiple failed login attempts in a short amount of time, which is a characteristic of a brute-force attack.
The attacker is trying to guess the password of the Administrator account on the server. The log file also shows the event ID 4625, which
indicates a failed logon attempt, and the status code OxCO00006A, which means the user name is correct but the password is
wrong.These are indicators of compromise (loC) that suggest a brute-force attack is taking place.Reference:CompTIA Security+ Study
Guide: Exam SYO0-701, 9th Edition, page 215-216 and 2231

Question 4

Question Type: MultipleChoice
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During the onboarding process, an employee needs to create a password for an intranet account. The password must include ten
characters, numbers, and letters, and two special characters. Once the password is created, the company will grant the employee
access to other company-owned websites based on the intranet profile. Which of the following access management concepts is the
company most likely using to safeguard intranet accounts and grant access to multiple sites based on a user's intranet account? (Select
two).

Options:

A- Federation

B- Identity proofing

C- Password complexity

D- Default password changes
E- Password manager

F- Open authentication

Answer:

A C

Explanation:




Federation is an access management concept that allows users to authenticate once and access multiple resources or services across
different domains or organizations. Federation relies on a trusted third party that stores the user's credentials and provides them to the
requested resources or services without exposing them. Password complexity is a security measure that requires users to create
passwords that meet certain criteria, such as length, character types, and uniqueness.Password complexity can help prevent brute-force
attacks, password guessing, and credential stuffing by making passwords harder to crack or guess.Reference:CompTIA Security+ Study
Guide: Exam SY0-701, 9th Edition, page 308-309 and 312-3131

Question 5

Question Type: MultipleChoice

An enterprise has been experiencing attacks focused on exploiting vulnerabilities in older browser versions with well-known exploits.
Which of the following security solutions should be configured to best provide the ability to monitor and block these known signature-
based attacks?

Options:

A- ACL
B- DLP
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C-IDS
D- IPS

Answer:

D

Explanation:

An intrusion prevention system (IPS) is a security device that monitors network traffic and blocks or modifies malicious packets based on
predefined rules or signatures. An IPS can prevent attacks that exploit known vulnerabilities in older browser versions by detecting and
dropping the malicious packets before they reach the target system. An IPS can also perform other functions, such as rate limiting,
encryption, or redirection.Reference:CompTIA Security+ Study Guide: Exam SYO0-701, 9th Edition, Chapter 3: Securing Networks, page
132.

Question 6

Question Type: MultipleChoice

An enterprise has been experiencing attacks focused on exploiting vulnerabilities in older browser versions with well-known exploits.
Which of the following security solutions should be configured to best provide the ability to monitor and block these known signature-



based attacks?

Options:

A- ACL
B- DLP
C-IDS
D- IPS

Answer:

Explanation:

An intrusion prevention system (IPS) is a security device that monitors network traffic and blocks or modifies malicious packets based on
predefined rules or signatures. An IPS can prevent attacks that exploit known vulnerabilities in older browser versions by detecting and
dropping the malicious packets before they reach the target system. An IPS can also perform other functions, such as rate limiting,
encryption, or redirection.Reference:CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 3: Securing Networks, page
132.



Question 7

Question Type: MultipleChoice

A hacker gained access to a system via a phishing attempt that was a direct result of a user clicking a suspicious link. The link laterally
deployed ransomware, which laid dormant for multiple weeks, across the network. Which of the following would have mitigated the
spread?

Options:

A-IPS
B- IDS
C- WAF
D- UAT

Answer:

A

Explanation:




IPSstands for intrusion prevention system, which is a network security device that monitors and blocks malicious traffic in real time. IPS
is different from IDS, which only detects and alerts on malicious traffic, but does not block it. IPS would have mitigated the spread of
ransomware by preventing the hacker from accessing the system via the phishing link, or by stopping the ransomware from
communicating with its command and control server or encrypting the files.

Question 8

Question Type: MultipleChoice

An administrator is reviewing a single server's security logs and discovers the following;



Eeywords Date and Time Source Event IDTask Category

Rudiz 09/16/2022 Microsoflt 4625 Logon
Failure 11:13:05 AM Windows security
Audit oe/f1e/2022 Microsoft 4625 Logon
Failure 11:13:07 AM Windows securicy
Audizc Q8/1&/2022 Microsoft 4825 Logon
Failure 11:13:09 AM Windows security
Rudit 09/1&6/2022 Microsoftc 4625 Logon
Failure 11:13:11 AM Windows securitcy
ARudit 09/16/2022 Mierosoft 4825 Logon
Failur= 11:13:13 AM Windows security
Audic 09/16/Z2022 Microsoft 4625 Logon
Failure 11:13:15 AM Windows securicy
Rudit ge/lE/2022 Microsoft 4625 Logen
Failure 11:13:17 AM Windows security
Audit o8afle/2022 Microsoft 4625 Logon
Failure 11:13:19% AM Windows security
Audit ge/le/2022 Microsoft 4625 Logon
Failure 11:13:21 AM Windows security
Audit 09/16/2022 Microsoft 4625 Lagon
Failure 11:13:23 AM Windows security
Rudit 091672022 Microsoft 4625 Logon
Failure 11:13:25 AM Windows security
Rudit 09/16/2022 Microsofc 4625 Logon

Failure 11:13:27 AM Windows securicy

Which of the following best describes the action captured in this log file?

Options:

A- Brute-force attack



B- Privilege escalation
C- Failed password audit

D- Forgotten password by the user

Answer:

Explanation:

A brute-force attack is a type of attack that involves systematically trying all possible combinations of passwords or keys until the correct
one is found. The log file shows multiple failed login attempts in a short amount of time, which is a characteristic of a brute-force attack.
The attacker is trying to guess the password of the Administrator account on the server. The log file also shows the event ID 4625, which
indicates a failed logon attempt, and the status code OxCO00006A, which means the user name is correct but the password is
wrong.These are indicators of compromise (loC) that suggest a brute-force attack is taking place.Reference:CompTIA Security+ Study
Guide: Exam SYO0-701, 9th Edition, page 215-216 and 2231

Question 9

Question Type: MultipleChoice
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During the onboarding process, an employee needs to create a password for an intranet account. The password must include ten
characters, numbers, and letters, and two special characters. Once the password is created, the company will grant the employee
access to other company-owned websites based on the intranet profile. Which of the following access management concepts is the
company most likely using to safeguard intranet accounts and grant access to multiple sites based on a user's intranet account? (Select
two).

Options:

A- Federation

B- Identity proofing

C- Password complexity

D- Default password changes
E- Password manager

F- Open authentication

Answer:

A C

Explanation:




Federation is an access management concept that allows users to authenticate once and access multiple resources or services across
different domains or organizations. Federation relies on a trusted third party that stores the user's credentials and provides them to the
requested resources or services without exposing them. Password complexity is a security measure that requires users to create
passwords that meet certain criteria, such as length, character types, and uniqueness.Password complexity can help prevent brute-force
attacks, password guessing, and credential stuffing by making passwords harder to crack or guess.Reference:CompTIA Security+ Study
Guide: Exam SY0-701, 9th Edition, page 308-309 and 312-3131

Question 10

Question Type: MultipleChoice

A security engineer is implementing FDE for all laptops in an organization. Which of the following are the most important for the engineer
to consider as part of the planning process? (Select two).

Options:

A- Key escrow
B- TPM presence

C- Digital signatures
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D- Data tokenization
E- Public key management

F- Certificate authority linking

Answer:

A, B

Explanation:

Key escrowis a method of storing encryption keys in a secure location, such as a trusted third party or a hardware security module
(HSM). Key escrow is important for FDE because it allows the recovery of encrypted data in case of lost or forgotten passwords, device
theft, or hardware failure. Key escrow also enables authorized access to encrypted data for legal or forensic purposes.

TPM presenceis a feature of some laptops that have a dedicated chip for storing encryption keys and other security information. TPM
presence is important for FDE because it enhances the security and performance of encryption by generating and protecting the keys
within the chip, rather than relying on software or external devices. TPM presence also enables features such as secure boot, remote
attestation, and device authentication.
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