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Question 1

Question Type: MultipleChoice

ZT project implementation requires prioritization as part of the

overall ZT project planning activities. One area to consider is______

Select the best answer.

Options:
A- prioritization based on risks
B- prioritization based on budget
C- prioritization based on management support
D- prioritization based on milestones
ZT project implementation requires prioritization as part of the overall ZT project planning
activities. One area to consider is prioritization based on risks, which means that the
organization should identify and assess the potential threats, vulnerabilities, and impacts that
could affect its assets, operations, and reputation, and prioritize the ZT initiatives that address
the most critical and urgent risks. Prioritization based on risks helps to align the ZT project with
the business objectives and needs, and optimize the use of resources and time.
Reference=
Zero Trust Planning - Cloud Security Alliance, section ''Scope, Priority, & Business Case''
The Zero Trust Journey: 4 Phases of Implementation - SEI Blog, section ''Second Phase: Assess''
Planning for a Zero Trust Architecture: A Planning Guide for Federal ..., section ''Gap Analysis''

Answer:
A

Question 2

Question Type: MultipleChoice

Which vital ZTA component enhances network security and

simplifies management by creating boundaries between resources

in the same network zone?

Options:
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A- Micro-segmentation
B- Session establishment or termination
C- Decision transmission
D- Authentication request/validation request (AR/VR)
Micro-segmentation is a vital ZTA component that enhances network security and simplifies
management by creating boundaries between resources in the same network zone. Micro-
segmentation divides the network into smaller segments or zones based on the attributes and
context of the resources, such as data sensitivity, application functionality, user roles, etc.
Micro-segmentation helps to isolate and protect the resources from unauthorized access and
lateral movement of attackers within the same network zone.
Reference=Certificate of Competence in Zero Trust (CCZT) - Cloud Security Alliance,Zero Trust
Training (ZTT) - Module 6: Micro-segmentation

Answer:
A

Question 3

Question Type: MultipleChoice

SDP features, like multi-factor authentication (MFA), mutual

transport layer security (mTLS), and device fingerprinting, protect

against

Options:
A- phishing
B- certificate forgery
C- domain name system (DNS) poisoning
D- code injections
SDP features, like multi-factor authentication (MFA), mutual transport layer security (mTLS),
and device fingerprinting, protect against phishing attacks by verifying the identity and
authenticity of both the user and the device before granting access to a resource.Phishing
attacks are attempts to trick users into revealing their credentials or other sensitive information
by impersonating a legitimate entity or service1. SDP features can prevent phishing attacks by:
MFA: MFA is a security mechanism that requires a user to provide more than one piece of
evidence to prove their identity, such as a password, a one-time code, a biometric factor, or a
physical token2.MFA can protect against phishing attacks by making it harder for attackers to
access a resource even if they manage to obtain the user's password or other credentials2.
mTLS: mTLS is a security protocol that enables mutual authentication and encryption between
two parties, such as a client and a server3.mTLS can protect against phishing attacks by
ensuring that both the client and the server have valid and trusted certificates, and by
preventing attackers from intercepting or modifying the communication between them3.
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Device fingerprinting: Device fingerprinting is a technique that identifies and verifies a device
based on its unique characteristics, such as its operating system, browser, IP address, or
hardware configuration4.Device fingerprinting can protect against phishing attacks by allowing
only authorized devices to access a resource, and by detecting any anomalies or changes in the
device's attributes that may indicate a compromise4.
Reference=
What is Phishing? | How to Identify & Prevent Phishing Attacks | Cloudflare
What is Multi-Factor Authentication (MFA)? | Cloudflare
What is Mutual TLS (mTLS)? | Cloudflare
What is Device Fingerprinting? | Cloudflare

Answer:
A

Question 4

Question Type: MultipleChoice

Which architectural consideration needs to be taken into account

while deploying SDP? Select the best answer.

Options:
A- How SDP deployment fits into existing network topologies and
technologies.
B- How SDP deployment fits into external vendor assessment.
C- How SDP deployment fits into existing human resource
management systems.
D- How SDP deployment fits into application validation.
A key architectural consideration that needs to be taken into account while deploying SDP is
how SDP deployment fits into existing network topologies and technologies. This is because SDP
deployment may require changes or adaptations to the existing network infrastructure, such as
routers, switches, firewalls, VPNs, etc. SDP deployment may also affect the network
performance, availability, scalability, and resilience. Therefore, it is important to assess the
impact and compatibility of SDP deployment with the existing network topologies and
technologies, and to plan and design the SDP deployment accordingly.
Reference=Certificate of Competence in Zero Trust (CCZT) - Cloud Security Alliance,Zero Trust
Training (ZTT) - Module 7: Network Infrastructure and SDP

Answer:
A
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Question 5

Question Type: MultipleChoice

To ensure an acceptable user experience when implementing SDP, a

security architect should collaborate with IT to do what?

Options:
A- Plan to release SDP as part of a single major change or a 'big-bang'
implementation.
B- Model and plan the user experience, client software distribution,
and device onboarding processes.
C- Build the business case for SDP, based on cost modeling and
business value.
D- Advise IT stakeholders that the security team will fully manage all
aspects of the SDP rollout.
To ensure an acceptable user experience when implementing SDP, a security architect should
collaborate with IT to model and plan the user experience, client software distribution, and
device onboarding processes. This is because SDP requires users to install and use client
software to access the protected resources, and the user experience may vary depending on the
device type, operating system, network conditions, and security policies. By modeling and
planning the user experience, the security architect and IT can ensure that the SDP
implementation is user-friendly, consistent, and secure.
Reference=Certificate of Competence in Zero Trust (CCZT) - Cloud Security Alliance,Zero Trust
Training (ZTT) - Module 7: Network Infrastructure and SDP

Answer:
B

Question 6

Question Type: MultipleChoice

Of the following options, which risk/threat does SDP mitigate by

mandating micro-segmentation and implementing least privilege?

Options:
A- Identification and authentication failures
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B- Injection
C- Security logging and monitoring failures
D- Broken access control
SDP mitigates the risk of broken access control by mandating micro-segmentation and
implementing least privilege. Micro-segmentation divides the network into smaller, isolated
segments that can prevent unauthorized access and contain lateral movement. Least privilege
grants the minimum necessary access to users and devices for specific resources, while hiding
all other assets from their view. This reduces the attack surface and prevents attackers from
exploiting weak or misconfigured access controls

Answer:
D

Question 7

Question Type: MultipleChoice

To ensure a successful ZT effort, it is important to

Options:
A- engage finance regularly so they understand the effort and do not
cancel the project
B- keep the effort focused within IT to avoid any distractions
C- engage stakeholders across the organization and at all levels,
including functional areas
D- minimize communication with the business units to avoid 'scope
creep'
To ensure a successful ZT effort, it is important to engage stakeholders across the organization
and at all levels, including functional areas. This helps to align the ZT vision and goals with the
business priorities and needs, gain buy-in and support from the leadership and the users, and
foster a culture of collaboration and trust. Engaging stakeholders also enables the identification
and mapping of the critical assets, workflows, and dependencies, as well as the communication
and feedback mechanisms for the ZT transformation.
Reference=
Certificate of Competence in Zero Trust (CCZT) prepkit, page 7, section 1.3
Zero Trust Planning - Cloud Security Alliance, section ''Scope, Priority, & Business Case''
The 'Zero Trust' Model in Cybersecurity: Towards understanding and ..., section ''3.1 Ensuring
buy-in across the organization with tangible impact''

Answer:
C
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Question 8

Question Type: MultipleChoice

To successfully implement ZT security, two crucial processes must

be planned and aligned with existing access procedures that the ZT

implementation might impact. What are these two processes?

Options:
A- Incident and response management
B- Training and awareness programs
C- Vulnerability disclosure and patching management
D- Business continuity planning (BCP) and disaster recovery (DR)
For a successful implementation of Zero Trust security, planning and aligning incident and
response management processes with existing access procedures are crucial. These processes
ensure that the organization is prepared to effectively respond to security incidents and
breaches, minimizing potential impacts. Aligning these processes with Zero Trust principles
enhances the organization's resilience and ability to quickly adapt to threats, maintaining the
integrity and availability of its systems and data.

Answer:
A

Question 9

Question Type: MultipleChoice

Which element of ZT focuses on the governance rules that define

the "who, what, when, how, and why" aspects of accessing target

resources?

Options:
A- Policy
B- Data sources
C- Scrutinize explicitly
D- Never trust, always verify
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Policy is the element of ZT that focuses on the governance rules that define the ''who, what,
when, how, and why'' aspects of accessing target resources. Policy is the core component of a
ZTA that determines the access decisions and controls for each request based on various
attributes and factors, such as user identity, device posture, network location, resource
sensitivity, and environmental context. Policy is also the element that enables the ZT principles
of ''never trust, always verify'' and ''scrutinize explicitly'' by enforcing granular, dynamic, and
data-driven rules for each access request.
Reference=
Certificate of Competence in Zero Trust (CCZT) prepkit, page 14, section 2.2.2
What Is Zero Trust Architecture (ZTA)? - F5, section ''Policy Engine''
Zero Trust Architecture Project - NIST Computer Security Resource Center, slide 9
[Zero Trust Frameworks Architecture Guide - Cisco], page 4, section ''Policy Decision Point''

Answer:
A

Question 10

Question Type: MultipleChoice

To respond quickly to changes while implementing ZT Strategy, an

organization requires a mindset and culture of

Options:
A- learning and growth.
B- continuous risk evaluation and policy adjustment.
C- continuous process improvement.
D- project governance.
To respond quickly to changes while implementing ZT Strategy, an organization requires a
mindset and culture of continuous risk evaluation and policy adjustment. This means that the
organization should constantly monitor the threat landscape, assess the security posture, and
update the policies and controls accordingly to maintain a high level of protection and
resilience. The organization should also embrace feedback, learning, and improvement as part
of the ZT journey.
Reference=
Certificate of Competence in Zero Trust (CCZT) prepkit, page 7, section 1.3
Cultivating a Zero Trust mindset - AWS Prescriptive Guidance, section ''Continuous learning and
improvement''
Zero Trust architecture: a paradigm shift in cybersecurity - PwC, section ''Continuous
monitoring and improvement''

Answer:
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B

Question 11

Question Type: MultipleChoice

Which ZT tenet is based on the notion that malicious actors reside

inside and outside the network?

Options:
A- Assume breach
B- Assume a hostile environment
C- Scrutinize explicitly
D- Requiring continuous monitoring
The ZT tenet of assume breach is based on the notion that malicious actors reside inside and
outside the network, and that any user, device, or service can be compromised at any time.
Therefore, ZT requires continuous verification and validation of all entities and transactions,
and does not rely on implicit trust or perimeter-based defenses

Answer:
A

Question 12

Question Type: MultipleChoice

To validate the implementation of ZT and ZTA, rigorous testing is essential. This ensures that
access controls are functioning correctly and effectively safeguarded against potential threats,

while the intended service levels are delivered. Testing of ZT is therefore

Options:
A- creating an agile culture for rapid deployment of ZT
B- integrated in the overall cybersecurity program
C- providing evidence of continuous improvement
D- allowing direct user feedback
Rigorous testing of Zero Trust and Zero Trust Architecture (ZTA) implementations is crucial for
validating their effectiveness. This testing should be an integrated part of the overall
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cybersecurity program. By incorporating ZT testing into the broader cybersecurity efforts,
organizations can ensure a cohesive and comprehensive approach to security that encompasses
all aspects of their network and systems. This integration facilitates continuous improvement,
adherence to best practices, and alignment with organizational security objectives, thereby
ensuring that the ZT implementation is robust, effective, and capable of protecting against
evolving threats.

Answer:
B

Question 13

Question Type: MultipleChoice

When preparing to implement ZTA, some changes may be required.

Which of the following components should the organization

consider as part of their checklist to ensure a successful

implementation?

Options:
A- Vulnerability scanning, patch management, change management,
and problem management
B- Organization's governance, compliance, risk management, and
operations
C- Incident management, business continuity planning (BCP), disaster
recovery (DR), and training and awareness programs
D- Visibility and analytics integration and services accessed using
mobile devices
When preparing to implement ZTA, some changes may be required in the organization's
governance, compliance, risk management, and operations.These components are essential for
ensuring a successful implementation of ZTA, as they involve the following aspects12:
Governance: This refers to the establishment of a clear vision, strategy, and roadmap for ZTA,
as well as the definition of roles, responsibilities, and authorities for ZTA stakeholders.
Governance also involves the alignment of ZTA with the organization's mission, goals, and
objectives, and the communication and collaboration among ZTA teams and other business
units.
Compliance: This refers to the adherence to the relevant laws, regulations, standards, and
policies that apply to the organization's ZTA. Compliance also involves the identification and
mitigation of any legal or contractual risks or issues that may arise from ZTA implementation,
such as data privacy, security, and sovereignty.
Risk management: This refers to the assessment and management of the risks associated with
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ZTA implementation, such as technical, operational, financial, or reputational risks. Risk
management also involves the development and implementation of risk mitigation strategies,
controls, and metrics, as well as the monitoring and reporting of risk status and performance.
Operations: This refers to the execution and maintenance of the ZTA processes, technologies,
and services, as well as the integration and interoperability of ZTA with the existing IT
infrastructure and systems. Operations also involve the optimization and improvement of ZTA
efficiency and effectiveness, as well as the resolution of any operational issues or incidents.
Reference=
Zero Trust Architecture: Governance
Zero Trust Architecture: Acquisition and Adoption

Answer:
B
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