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Question 1
Question Type: MultipleChoice

For third-party audits or attestations, what is critical for providers to publish and customers to evaluate?

Options: 
A- Scope of the assessment and the exact included features and services for the assessment

B- Provider infrastructure information including maintenance windows and contracts

C- Network or architecture diagrams including all end point security devices in use

D- Service-level agreements between all parties

E- Full API access to all required services

Answer: 
C

Question 2
Question Type: MultipleChoice



CCM: The Architectural Relevance column in the CCM indicates the applicability of the cloud security control to which of the following

elements?

Options: 
A- Service Provider or Tenant/Consumer

B- Physical, Network, Compute, Storage, Application or Data

C- SaaS, PaaS or IaaS

Answer: 
C

Question 3
Question Type: MultipleChoice

Which of the following statements is true in regards to Data Loss Prevention (DLP)?



Options: 
A- DLP can provide options for quickly deleting all of the data stored in a cloud environment.

B- DLP can classify all data in a storage repository.

C- DLP never provides options for how data found in violation of a policy can be handled.

D- DLP can provide options for where data is stored.

E- DLP can provide options for how data found in violation of a policy can be handled.

Answer: 
E

Question 4
Question Type: MultipleChoice

Audits should be robustly designed to reflect best practice, appropriate resources, and tested protocols and standards. They should also

use what type of auditors?

Options: 



A- Auditors working in the interest of the cloud customer

B- Independent auditors

C- Certified by CSA

D- Auditors working in the interest of the cloud provider

E- None of the above

Answer: 
B

Question 5
Question Type: MultipleChoice

What should every cloud customer set up with its cloud service provider (CSP) that can be utilized in the event of an incident?

Options: 
A- A data destruction plan

B- A communication plan



C- A back-up website

D- A spill remediation kit

E- A rainy day fund

Answer: 
B

Question 6
Question Type: MultipleChoice

What are the primary security responsibilities of the cloud provider in compute virtualizations?

Options: 
A- Enforce isolation and maintain a secure virtualization infrastructure

B- Monitor and log workloads and configure the security settings

C- Enforce isolation and configure the security settings

D- Maintain a secure virtualization infrastructure and configure the security settings



E- Enforce isolation and monitor and log workloads

Answer: 
A

Question 7
Question Type: MultipleChoice

The containment phase of the incident response lifecycle requires taking systems offline.

Options: 
A- False

B- True

Answer: 
B



Question 8
Question Type: MultipleChoice

If in certain litigations and investigations, the actual cloud application or environment itself is relevant to resolving the dispute in the

litigation or investigation, how is the information likely to be obtained?

Options: 
A- It may require a subpoena of the provider directly

B- It would require a previous access agreement

C- It would require an act of war

D- It would require a previous contractual agreement to obtain the application or access to the environment

E- It would never be obtained in this situation

Answer: 
D

Question 9



Question Type: MultipleChoice

When investigating an incident in an Infrastructure as a Service (IaaS) environment, what can the user investigate on their own?

Options: 
A- The CSP server facility

B- The logs of all customers in a multi-tenant cloud

C- The network components controlled by the CSP

D- The CSP office spaces

E- Their own virtual instances in the cloud

Answer: 
E

Question 10
Question Type: MultipleChoice



A security failure at the root network of a cloud provider will not compromise the security of all customers because of multitenancy

configuration.

Options: 
A- False

B- True

Answer: 
A
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