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Question 1

Question Type: MultipleChoice

Within a Web App connector, which feature does an admin use to grant users access?

Options:
A- Trust
B- Workflow
C- Provisioning
D- Permissions

Answer:
C

Question 2

Question Type: MultipleChoice

Which settings can help minimize the number of 2FA / MFA prompts? (Select two.)

Options:
A- Challenge Pass-Through Duration
B- RADIUS Connections
C- OATH OTP
D- IP Address filter
E- Port mapping

Answer:
D

Question 3

Question Type: MultipleChoice
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When configuring an application to use the App Gateway, you do not have to change any
configurations in the application directly. You enable the application for App Gateway access in
the Admin Portal and input the existing URL that users enter to open the application. You can
either use an external URL that CyberArk Identity automatically generates, or you can continue
using an existing internal URL.

What is a disadvantage of using an existing internal URL for App Gateway connections?

Options:
A- Existing links and bookmarks do not work outside of the corporate network.
B- Users must use different URLs depending on whether they access the application internally
or externally.
C- More configuration is needed because you must upload the URL certificate and private key,
and edit DNS settings.
D- Users must use the same URLs regardless of whether they access the application internally
or externally and this may confuse them.

Answer:
C

Question 4

Question Type: MultipleChoice

You get the following error: "Not Authorized. You do not have permission to access this feature".

What is most likely the cause of the error?

Options:
A- A user tried to sign in to the wrong identity tenant.
B- A user tried to sign in before being created in Active Directory.
C- A user gave someone else access to his/her laptop.
D- A non-administrative user tried to access an administrative feature.

Answer:
D
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Question 5

Question Type: MultipleChoice

As part of compliance regulation, ACME Corporation is enforcing MFA for its critical business
web-based application. To increase security and MFA compliance, CyberArk recommends
selecting mechanisms from different categories. Within the authentication policy, ACME
Corporation made the requirement to configure an authentication mechanism with "Something
you know".

Which authentication mechanism meets this requirement?

Options:
A- Phone Call
B- Security Question
C- Text Message (SMS) Confirmation Code
D- FID02 Authenticators

Answer:
B

Question 6

Question Type: MultipleChoice

Which administrative right is required to manually start a provisioning synchronization job?

Options:
A- Application Management
B- User Management
C- System Enrollment
D- Register and Administer connectors

Answer:
A
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Question 7

Question Type: MultipleChoice

When can 2FA/MFA be prompted? (Select two.)

Options:
A- when clicking on an app file while in the User Portal
B- after clicking on the Forgot Your Password link
C- when making changes to a policy while in the Admin Portal
D- when exporting a compliance report while in the Admin Portal
E- when adding a new web app

Answer:
A, C

Question 8

Question Type: MultipleChoice

Which 2FA/MFA options can fulfill the "Something you are" requirement? (Choose two.)

Options:
A- email
B- CyberArk Identity mobile app
C- F1D02
D- phone call
E- security questions

Answer:
B, C

Question 9

Question Type: MultipleChoice
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CyberArk Identity's App Gateway can be used to protect and access which option?

Options:
A- on-premises Oracle web app
B- cloud-hosted Salesforce environment
C- a corporate laptop
D- a web browser

Answer:
A

Question 10

Question Type: MultipleChoice

Refer to the exhibit.

Within the "Allow user notifications on multiple devices", if you leave the setting as Default (--),
what happens if a user triggers a MFA Push notification and has enrolled three different
devices?
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Options:
A- The push notification will be sent to none of the enrolled devices.
B- The push notification will be sent to the first enrolled device only.
C- The push notification will be sent to all enrolled devices.
D- The push notification will be sent to the last enrolled device only.

Answer:
B

Question 11

Question Type: MultipleChoice

Which statement is true about the app gateway?

Options:
A- For applications that use the App Gateway, the connection from the user travels the same
network pathways you already have and CyberArk Identity connects to the CyberArk Identity
Connector through the firewall.
B- For applications that use the App Gateway, the connection from the user travels different
network pathways and CyberArk Identity connects to the CyberArk Identity Connector through
a separate connection from the firewall.
C- On the App Gateway page, you can configure the application to enable users to access it if
they are logging in from an external location.
D- App gateway supports on-premises apps and web applications running on HTTPS only.

Answer:
A

Question 12

Question Type: MultipleChoice

Which device enrollment settings are valid? (Choose two.)

Options:
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A- Send notification on device enrollment
B- Enable invite based enrollment
C- Minimum number of devices a user can enroll
D- Reassign the device to another user
E- Permanently delete device

Answer:
A, B

Question 13

Question Type: MultipleChoice

Refer to the exhibit.

Which statements are correct regarding this Authentication Policy? (Choose two.)

Options:
A- Users will still be asked for their MFA even if they mistyped their username.
B- If users have set up CyberArk Mobile Authenticator as an MFA, they will still receive the
Push Notification to confirm the request even if they mistyped their password.
C- Users will not be notified which challenge they failed if their login attempt failed.
D- If users have set up a Security Question as an MFA, the Security Question will not be
displayed to the user to answer even if they mistyped their password.
E- If the first factor is password and the user is an Active Directory user and the Active
Directory is unavailable, this setting does not matter because the user will not be able to
authenticate through Active Directory credentials and will see the message 'Active Directory not
available'.

Answer:
B, C
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