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Question 1

Question Type: MultipleChoice

What unauthorized change can CyberArk EPM Ransomware Protection prevent?

Options:

A- Windows Registry Keys

B- Website Data

C- Local Administrator Passwords

D- Certificates in the Certificate Store

Answer:

Question 2

Question Type: MultipleChoice

Can the EPM Set Administrator configure Audit Dialog Pop-ups for the Record Audit Video
option?

Options:

A- Yes, when Audit Video recording started, when Audit Video recording stopped, and when
Audit Recording video reached size limit.

B- Yes, when Audit Video recording started, when not enough disk space to start the video
recording, and when video recording is initializing.

C- Yes, when Audit Video recording started, when Audit Video recording is uploaded to the EPM
server, and when audit recording cannot be initialized.

D- No, Audit Video is only available without the possibility of having End-User dialog pop-ups.

Answer:
D

Question 3

Question Type: MultipleChoice
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What are the predefined application groups?

Options:
A- Developer group, Administrator group
B- Run as Administrator, Run as Developer, Block

C- Elevate, Allow, Block, Developer Applications
D- Block Only

Answer:
C

Question 4

Question Type: MultipleChoice

When working with credential rotation/loosely connected devices, what additional CyberArk
components are required?

Options:

A- PTA

B- EPM agent should never be run with any other security tools.
C- PVWA

D- DAP

Answer:

Question 5

Question Type: MultipleChoice

An EPM Administrator would like to enable CyberArk EPM's Ransomware Protection in Restrict
mode. What should the EPM Administrator do?
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Options:

A- Set Block unhandled applications to On.

B- Set Protect Against Ransomware to Restrict.

C- Set Protect Against Ransomware to Restrict and Set Block unhandled applications to On.
D- Set Control unhandled applications to Detect.

Answer:
C

Question 6

Question Type: MultipleChoice

An EPM Administrator needs to create a policy to allow the MacOS developers elevation to an
application. What type of policy should be used?

Options:

A- Elevate Application Group

B- Developer Applications Application Group

C- Elevate Trusted Applications If Necessary Advanced Policy
D- Elevate MacOS Policy

Answer:
C

Question 7

Question Type: MultipleChoice

What are Trusted sources for Windows endpoints used for?

Options:

A- Creating policies that contain trusted sources of applications.
B- Defining applications that can be used by the developers.

C- Listing all the approved application to the end users.

D- Managing groups added by recommendation.
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Answer:
C

Question 8

Question Type: MultipleChoice

In EPM, creation of which user type is required to use SAML?

Options:

A- Local CyberArk EPM User
B- AD User

C- SQL User

D- Azure AD User

Answer:

Question 9

Question Type: MultipleChoice

What is the CyberArk recommended practice when deploying the EPM agent to non-persistent
VDIs?

Options:

A- A separate set

B- a VDI advanced policy

C- a separate license

D- A separate computer group

Answer:
D
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Question 10

Question Type: MultipleChoice

When enabling Threat Protection policies, what should an EPM Administrator consider? (Choose
two.)

Options:

A- Some Threat Protection policies are applicable only for Windows Servers as opposed to
Workstations.

B- Certain Threat Protection policies apply for specific applications not found on all machines
C- Threat Protection policies requires an additional agent to be installed.

D- Threat Protection features are not available in all regions.

Answer:
A B

Question 11

Question Type: MultipleChoice

Which policy can be used to improve endpoint performance for applications commonly used for
software development?

Options:

A- Developer Applications
B- Trusted Application

C- Trusted Source

D- Software Updater

Answer:
B

Question 12

Question Type: MultipleChoice
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Which programming interface enables you to perform activities on EPM objects via a REST Web
Service?

Options:

A- EPM Web Services SDK

B- Application Password SDK

C- Mac Credential Provider SDK
D- Java password SDK

Answer:
A
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