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Question 1

Question Type: MultipleChoice

As a member of a PAM Level-2 support team, you are troubleshooting an issue related to load
balancing four PVWA servers at two data centers. You received a note from your Level-1 support
team stating "When testing PVWA website from a workstation, we noticed that the "'Source IP of
last sign-in" was shown as the VIP (Virtual IP address) assigned to the four PVWA servers
instead of the workstation [P where the PVWA site was launched from."

Which step should you take?

Options:

A- Verify the "LoadBalancerClientAddressHeader" parameter setting in PVWA configuration file
Web.config is set to "X-Forwarded-For"'.

B- Add the VIP (Virtual IP address) assigned to the four PVWA servers to the certificates issued
for all four PVWA servers, if missing.

C- Add a firewall rule to allow the testing workstation to connect to the VIP (Virtual IP address)
assigned to the four PVWA servers on Port TCP 443.

D- Edit the dbparm.ini file on the Vault server and add the IP or subnet of the workstation to the
whitelist.

Answer:
A

Question 2

Question Type: OrderList

Arrange the steps to complete CPM Hardening for Out-of-Domain Deployment in the correct
sequence.
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Answer Area

Unordered Options Ordered Response
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script.
.

"
~

-
Review these script logs: HardeningScript.log and
CYBRHardeningsecedit.log.

N——

./
Locate the CPM_Hardening.ps1 script in the

installation media.
. J

@@

@e®

Answer:

Locate the CPM_Hardening.ps1 script in the installation media.Open Powershell as
Administrator and run the srcipt.Review these script logs: HardeningScript.log and
CYBRHardeningsecedit.log.

Question 3

Question Type: MultipleChoice

Which keys are required to be present in order to start the PrivateArk Server Service? Choose
all that apply.

Options:

A- Server Key

B- Recovery Public Key
C- Recovery Private Key
D- Safe Key

Answer:
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Question 4

Question Type: MultipleChoice

Before the hardening process, your customer identified a PSM Universal Connector executable
that will be required to run on the PSM.

Which file should you update to allow this to run?

Options:

A- PSMConfigureAppLocker.xml
B- PSMHardening.xml

C- PSMAppConfig.xml

D- PSMConfigureHardening.xml

Answer:
A

Question 5

Question Type: MultipleChoice

What is a requirement for setting fault tolerance for PSMs?

Options:

A- Use a load balancer

B- Use a backup solution

C- CPM must be in all data centers
D- Install the Vault in an HA cluster

Answer:
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Question 6

Question Type: MultipleChoice

You are setting up a Linux host to act as an HTML 5 gateway for PSM sessions.

Which servers need to be trusted by the Linux host to secure communications through the
gateway?

Options:

A- PSM and PVWA
B- PSM and CPM
C- PVWA and Vault
D- Vault and PSM

Answer:
A

Question 7

Question Type: MultipleChoice

Which parameter must be identical for both the Identity Provider (IdP) and the PVWA?

Options:

A- IdP "EntityID" and "PartnerldentityProvider Name" in PVWA saml.config file
B- IdP "User name" and "SingleSignOnServiceUrl" in PVWA saml.config file

C- IdP "Audience" and "ServiceProviderName' in the PVWA saml.config file

D- IdP "Secure hash algorithm" and "Certificate" in the PVWA saml.config file

Answer:
C

Question 8

Question Type: MultipleChoice
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Which tools are used during a CPM renaming process? (Choose two.)

Options:

A- APIKeyManager Utility Most Voted
B- CreateCredFile Utility Most Voted
C- CPMInDomain Hardening.psl

D- PMTerminal.exe

E- Data Execution Prevention

Answer:
A D

Question 9

Question Type: MultipleChoice

Which step is required to register a Vault manually in Amazon Web Services using
CAVaultManager?

Options:

A- Specify Amazon as the cloud vendor using the /CloudVendor Flag

B- After running the postinstall utility, restart the 'PrivateArk Server' service
C- Specify the Cloud region using the /CloudRegion flag

D- Specify whether the Vault is distributed or stand alone

Answer:
C

Question 10

Question Type: MultipleChoice

What is a prerequisite step before installing the Vault on Windows 2019?
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Options:

A- Configure the Kerberos authentication method on the default IIS Application pool
B- Check that the server IP address is correctly configured and that it is static

C- In the Network Connection properties, configure Preferred DNS Servers

D- Install Microsoft Windows patch KB4014998

Answer:
B

Question 11

Question Type: MultipleChoice

In order to retrieve data from the vault a user MUST use an interface provided by CyberArk.

Options:
A- TRUE
B- FALSE

Answer:
A

Question 12

Question Type: MultipleChoice

Which utility should be used to register the Vault in Amazon Web Services?

Options:

A- CAVaultManager Most Voted
B- StorageManager

C- CloudVaultManager

D- CACert
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Answer:

Question 13

Question Type: MultipleChoice

When integrating a Vault with HSM, which file is uploaded to the HSM device?

Options:

A- server.key
B- recpub.key
C- recprv.key
D- mdbase.dat

Answer:
A
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