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Question 1

Question Type: MultipleChoice

Data Risk Control feature has been integrated into Alibaba Cloud WAF. When this function is
activated, a script must be embedded into the page that wishes to be protected under the
corresponding domain name to check whether a client is trustworthy. Which type of script is it?

Options:
A- JavaScript
B- C++

C- Vbscript
D- Java

Answer:
A

Question 2

Question Type: MultipleChoice

After you activate the button Data Risk Control feature in Alibaba Cloud WAF. Which option best
risk control verification modes m displayed if you directly request for a risk control protection
URL?

Options:

A- Slider verification
B- QR code verification
C- Image verification
D- Digit verification

Answer:
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Question 3

Question Type: MultipleChoice

When using Alibaba Cloud Anti-DDoS Service/WAF in China Mainland, you must finish ICP Filing
beforehand.

Options:
A- True
B- False

Answer:
A

Question 4

Question Type: MultipleChoice

For which of the following protection scenarios is Alibaba Cloud WAF applicable? (Number of
correct answers: 5)

Options:

A- Data leakage prevention

B- Defense against website trojans and tampering

C- Virtual vulnerability patches

D- Protection against malicious CC attacks

E- Brute force cracking protection

F- Protection against SMS refresh and service data crawling

Answer:
A B,CD,E

Question 5

Question Type: MultipleChoice
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Alibaba Cloud WAF identifies attacks using human/robot detection, Big Data analysis, model
analysis, and other related techniques. Which of the following CC attack defense modes does
WAF provide to meet the protection requirements of users? (Number of correct answers 2)

Options:

A- Threat

B- Exception

C- Attack emergency
D- Normal

Answer:
C,D

Question 6

Question Type: MultipleChoice

You have bought an ECS instance on Alibaba Cloud After deploying a Python environment on it,
which of the following is the easiest and quickest way to monitor whether the Python process is
running normally and report an alert if the process is accidentally terminated?

Options:

A- Use site monitoring

B- Log on to the ECS instance console

C- Utilize process monitoring feature (can be found in ECS instance
D- Write a script for monitoring by yourself.

Answer:

Question 7

Question Type: MultipleChoice

Cloud computing service security requires the joint effort of the cloud service supplier (such as
Alibaba Cloud), independent software vendor (ISV), and users The failure of any party to fulfill
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their responsibilities may lead to security risks. Which option best are the responsibilities of the
cloud computing service users? (Number of correct answers 2)

Options:

A- Ensure multi-channel power supply in the Cloud data center

B- Provide security protection for physical infrastructure

C- Regularly change the service system password

D- Strengthen information security management in the company to prevent sensitive information
leakage

Answer:
C,D

Question 8

Question Type: MultipleChoice

Data transfer between Internet devices requires specific specifications, which are called
"protocols" Among those, the invention of a certain protocol played a decisive role in the creation
of the Internet. By using those protocols, tens of thousands of computers can be connected and
communicate with each other What is the following protocol is not defined in OSI 7 layer model?

Options:
A- HTTP
B- TCP

C- UDP

D- SOAP

Answer:
D

Question 9

Question Type: MultipleChoice

You have set an alert policy for the disk usage of an ECS instance by using Alibaba Cloud
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CloudMonitor Each measurement cycle lasts for 5 minutes, during which the average disk usage
is measured If the average disk usage exceeds 80% for five consecutive measurement cycles, an
alert will be reported After your average disk usage exceeds 80%, how long will it take to receive
an alert with the best case scenario?

Options:

A- 30 minutes
B- 0 minutes
C- 40 minutes
D- 20 minutes

Answer:
A
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