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Question 1

Question Type: MultipleChoice

What is a benefit of integrating Cisco Cognitive Threat Analytics with a Cisco WSA?

Options:

A- It adds additional information to the Cisco WSA reports

B- It adds additional malware protection to the Cisco WSA

C- It provides the ability to use artificial intelligence to block viruses
D- It reduces time to identify threats in the network

Answer:
B

Explanation:

https://www.ironportstore.com/datasheets/data_sheet c78-729630.pdf

Question 2

Question Type: MultipleChoice

A network administrator noticed that all traffic that is redirected to the Cisco WSA from the Cisco
ASA firewall cannot get to the Internet in a Transparent proxy environment using WCCP.

Which troubleshooting action must be taken on the CLI to make sure that WCCP communication
is not failing?

Options:

A- Disable WCCP to see if the WCCP service is causing the issue
B- Explicitly point the browser to the proxy

C- Ping the WCCP device

D- Check WCCP logs in debug mode



https://www.ironportstore.com/datasheets/data_sheet_c78-729630.pdf
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Answer:
D

Question 3

Question Type: MultipleChoice

What is the default action when a new custom category is created and added to an access
policy?

Options:
A- monitor
B- allow
C- block
D- decrypt

Answer:
A

Explanation:

https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user _guide/

Question 4

Question Type: MultipleChoice

Which two types of reports are scheduled on the Cisco WSA to analyze traffic? (Select two.)

Options:

A- Layer 3 traffic monitor
B- URL categories

C- host statistics

D- application visibility
E- system capacity



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-7/user_guide/
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Answer:
A D

Explanation:

https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0/user_guide/b WSA UserGuide/
b_WSA UserGuide _chapter 010101.pdf (8)

Question 5

Question Type: MultipleChoice

Which two sources provide data to Cisco Advanced Web Security Reporting to create
dashboards? (Choose

two.)

Options:

A- Cisco WSA devices

B- Cisco ISE

C- Cisco ASAv

D- Cisco Security MARS

E- Cisco Cloud Web Security gateways

Answer:
A E

Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/
WSA Advanced Reporting 6/Advanced Web Security Reporting 6_1.pdf


https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/
https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/
https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/
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Question 6

Question Type: MultipleChoice

Which statement about configuring an identification profile for machine authentication is true?

Options:

A- Cloud Web Security Connector mode with an active directory enabled supports machine
authentication

B- Identification profile machine ID is supported locally, but the Cisco WSA does not support
machine ID authentication

C- Cloud Web Security with Kerberos enabled supports machine authentication

D- If an Active Directory realm is used, identification can be performed for an authenticated user
or IP address but not for a machine ID

Answer:

Explanation:

https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0/user guide/b WSA UserGuide/
b WSA UserGuide_chapter 01001.html

Question 7

Question Type: MultipleChoice

How does dynamic content analysis improve URL categorization?

Options:

A- It analyzes content based on cached destination content

B- It adds intelligence to detect categories by analyzing responses

C- It can be used as the only URL analysis method

D- It analyzes content of categorized URL to tune decisions and correct categorization errors



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/
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Answer:
D

Explanation:

https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118063-gqanda-wsa-
00.html

Question 8

Question Type: MultipleChoice

What is needed to enable an HTTPS proxy?

Options:

A- self-signed server certificate

B- trusted third-party CA signed root certificate
C- self-signed CSR

D- self-signed root certificate

Answer:
C

Explanation:

https://community.cisco.com/t5/web-security/cisco-wsa-https-proxy-certificate-issue/td-p/301939
2


https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118063-qanda-wsa
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118063-qanda-wsa
https://community.cisco.com/t5/web-security/cisco-wsa-https-proxy-certificate-issue/td-p/3019392
https://community.cisco.com/t5/web-security/cisco-wsa-https-proxy-certificate-issue/td-p/3019392
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