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Question 1

Question Type: MultipleChoice

An IT department must provide wireless security to employees connected over remote hortiAP
devices who must access corporate resources at the mam office Which action must the IT
department take to enforce security policies for all wireless stations accessing corporate
resources across all remote locations?

Options:

A- Configure VPN tunnels to transport secured data between the main office and branch offices
B- Deploy further onsite IT personnel to these remote sites to enforce security inspection

C- Transfer local resources from corporate data centers to cloud services to offer access to
remote users

D- Implement a teleworker topology to split traffic for further security inspection

Answer:

Question 2

Question Type: MultipleChoice

Refer to the exhibit.
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WiFi Settings
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FortiGate sends logs to FortiAnalyzer using the default settings to report security events for all

wireless stations as part of the Security Fabric configuration

Which security action will FortiGate take when it detects a compromised wireless station in the

CORP_DATASSID?

Options:

A- CORP_DATA is in NAC mode and onboards compromised stations for a period until malicious

activity stops
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B- FortiGate disassociates compromised stations and prevents them from connecting again

C- FortiAnalyzer generates security reports to inform security operations to further Investigate
the compromised stations

D- FortiAP devices broadcasting CORP_DATA wireless network place compromised stations in
quarantine

Answer:
A

Question 3

Question Type: MultipleChoice

Refer to the exhibit.
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Which statement is correct about channels 52 through 144 in the 5 GHz band?

Options:

A- The channels will be scanned by the wireless intrusion detection system (WIDS)
B- The channels cannot be used because of regulatory channel restrictions

C- The channels can be used only when Radio Resource Provisioning is enabled

D- The channels are subject to dynamic frequency selection (DPS) regulations

Answer:
B

Question 4

Question Type: MultipleChoice

You plan to deploy a wireless network at various remote sites with no on-site IT available. The
remote sites must have access points to broadcast the wireless networks You can manage the
access points using any Fortinet control and management option

Which two items must you consider in addition to deploying the wireless network and enforcing
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Fortinet UTM on all wireless traffic? (Choose two.)

Options:

A- To install the access points designed to provide Fortinet UTM services

B- To power the access points with a UIM capable FortSwitch device

C- To deploy the SSIDs in bridge mode bridged to the access points subnet

D- To manage the access points by FortiLAN Cloud and create a tunnel between access points

Answer:
C,D

Question 5

Question Type: MultipleChoice

Which action does a wireless client or the access point take when the wireless client moves away
from an associated AP until the signal drops?

Options:

A- The wireless client disconnects and connects to a different, available AP

B- The associated AP marks the wireless client as disconnected and must not reconnect
C- The associated AP sends an alert message to the wireless client about the signal drop
D- The wireless client increases its signal power to continue connecting to the same AP

Answer:
A

Question 6

Question Type: MultipleChoice

Refer to the exhibits.
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Diagnostic summary of the AP and neighboring APs
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The exhibits show the AP profile the controller RF analysis output and a diagnostic summary of
the AP and neighboring APs

The wireless network is used for multiple purposes including corporate access guest access and
connecting point-of-sale and loT devices Users connecting to the guest network located in the
reception area are reporting stow performance

Which configuration change is most likely to improve performance?

Options:
A- Reduce the number of SSIDs being broadcast by the reception AP
B- Enable frequency handoff on the AP to band steer clients
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C- increase the transmission power of the AP radios
D- install another AP in the reception area to improve available bandwidth.

Answer:
A

Question 7

Question Type: MultipleChoice

Which security solution can you implement in the Security Fabric to identify and prevent threats?

Options:

A- Integrated wireless network access

B- Endpoint detection and response

C- Compromised wireless client quarantine
D- Indicator of attack system

Answer:
D

Question 8

Question Type: MultipleChoice

Refer to the exhibit.
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DHCP server settings

config system dhcp server
edit 1

set dns-service default

set default-gateway 10.8.18,254

set netmask 255.255.255.8

set Interface "WLANOL"

config ip-range

edit 1

set start-ip 10.9.10.2
set end-1p 10.0.10.10@

next
end
next
end
RADIUS configuration
Username: userl
3 Disabled
RADIUS Attribute:
Vendor: Detault
Attribute I1D: Tunnel-Type
Value: nteger
Type: Integer
RADIUS Attribute:
Vendor: Default
Attribute 1D: Tunnel-Medium-Type
Value: IEEE-802
Type: Integer
RADIUS Attribute:
Vendor; Detault
Attribute ID: Tunnel- Private-Group-id
Value: infrastructure
Type: String
+ Add RADIUS Attribute
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Userl is part of the infrastructure department and connects to the ONBOARD wireless network
using the credentials uteri. However, the dynamic VLAN assignment is not working

Which configuration step must you take to fix this issue?

Options:

A- Disable the DHCP server on ONBOARD to allow VLAN assignment.

B- Add userl in one of the VLAN names

C- Update userl RADIUS attributes to include a VLAN ID attribute ID

D- Create a new VLAN name infrastructure' with a VLAN ID associated with it

Answer:

Question 9

Question Type: MultipleChoice

Refer to the exhibit.
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A new security policy is made by the IT department to prevent direct communication between
wireless stations There is one SSID configured in bridge mode Which statement is correct as a
plan of action to update the wireless network configuration?

Options:
A- Create unique SSIDs for each FortiAP device
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B- Add an upstream layer 3 device on each FortiAP device
C- Block intra-SSID traffic on the wireless network
D- Drop all local traffic in the wireless network

Answer:
C
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