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Question 1
Question Type: MultipleChoice

This Technical Safeguards standard is about mechanisms employed to record and examine
system activity:

Options:
A- Access Control
B- Inventory Control
C- Audit Controls
D- Authorization Report
E- Authorization Control

Answer:
C

Question 2
Question Type: MultipleChoice

A patient calls in to the doctors' office to enquire about lab results for a specific diagnosis for
which blood samples were collected several days ago. The nurse, before disclosing the
information, would like to authenticate the individual. What method of authentication may be
used by the nurse?

Options:
A- Telephone call back.
B- VPN PIN
C- PRI CA verification
D- SSL key
E- Automatic logoff

Answer:
A
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Question 3
Question Type: MultipleChoice

During your discussions with one of the clients, you need to explain the meaning of a Virtual
Private Network. Select the best definition:

Options:
A- A VPN enables a group of two or more computer systems or networks, such as between a
hospital and a clinic, to communicate securely over a public network, such as the Internet.
B- A VPN is used within the organization only and a firewall is needed to communicate with the
external network.
C- A VPN requires a private dedicated communication between the two end points.
D- A VPN may exist between an individual machine and a private network but, never between a
machine on a private network and a remote network.
E- A VPN is a ''real'' private network as opposed to a ''virtual'' network.

Answer:
A

Question 4
Question Type: MultipleChoice

This addressable implementation specification is about procedures for ''overseeing'' workforce
members that work with electronic protected health information or in locations where it might be
accessed.

Options:
A- Risk Management
B- Sanction Policy
C- Authorization and/or Supervision
D- Unique User Identification
E- Integrity Controls

Answer:
C
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Question 5
Question Type: MultipleChoice

The core objective of the Facility Security Plan is to safeguard:

Options:
A- IT systems against intrusions
B- The premises and building(s)
C- The workstations from virus attacks
D- The network against a Denial of Service (DOS) attack
E- Resources from natural disasters

Answer:
B

Question 6
Question Type: MultipleChoice

This is an Administrative Safeguards standard:

Options:
A- Contingency Plan
B- Trading Partner Agreement
C- Access Control
D- Data Authentication
E- Entity Authentication

Answer:
A

Question 7
Question Type: MultipleChoice
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This is a type of a data backup method.

Options:
A- Incremental
B- DES
C- Bluetooth
D- IEEE8O2.11
E- WEP

Answer:
A

Question 8
Question Type: MultipleChoice

Device and Media Controls require documented policies and procedures in the areas of:

Options:
A- Accountability
B- Disposal
C- Evaluation
D- Audit Controls
E- Maintenance Records

Answer:
B

Question 9
Question Type: MultipleChoice

The Facility Security Plan implementation specification is associated with which Security Rule
standard?
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Options:
A- Facility Access Control
B- Contingency Plan
C- Security Management
D- Device and Media Controls
E- Access Controls

Answer:
A

Question 10
Question Type: MultipleChoice

Disposal and Accountability are implementation specifications of:

Options:
A- Security Incident Procedures
B- Device and Media Controls
C- Testing and Revision
D- Termination Procedures
E- Physical Access Controls

Answer:
B

Question 11
Question Type: MultipleChoice

This HIPAA security category covers the use of locks, keys and administrative measures used to
control access to computer systems:

Options:
A- Technical Safeguards
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B- Technical Services
C- Physical Security Policy
D- Administrative Safeguards
E- Physical Safeguards

Answer:
E

Question 12
Question Type: MultipleChoice

This is a program that is a type of malicious code. It is unauthorized code that is contained within
a legitimate program and performs functions unknown to the user.

Options:
A- Trojan horse
B- Distributed Denial of Service
C- Stealth virus
D- Polymorphic virus
E- Denial of Service

Answer:
A
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