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Question 1

Question Type: MultipleChoice

What is a use case for the HPE Aruba Networking ClearPass OnGuard dissolvable agent?

Options:

A- Continuously monitoring Windows domain clients for compliance
B- Implementing a one-time compliance scan

C- Auto-remediating posture issues on clients

D- Periodically scanning Linux clients for security issues

Answer:
B

Explanation:

The use case for the HPE Aruba Networking ClearPass OnGuard dissolvable agent is
implementing a one-time compliance scan. The dissolvable agent is designed to perform a
compliance check without requiring a permanent installation on the client device. This is ideal for
environments where a quick, temporary assessment of the device's security posture is needed
without the overhead of a persistent agent.

1.Dissolvable Agent: The dissolvable agent is downloaded and executed on the client device for a
single session, performing the necessary compliance checks before being removed automatically.

2.0ne-time Compliance Scan: This method is particularly useful for guest or unmanaged devices
where a temporary compliance scan is sufficient to ensure security standards are met.

3.Minimal Impact: Since the agent does not persist on the client device, it minimizes the impact
on the user's system and does not require ongoing maintenance or updates.

Question 2

Question Type: MultipleChoice

What is one benefit of integrating HPE Aruba Networking ClearPass Policy Manager (CPPM) with
third-party solutions such as Mobility Device Management (MDM) and firewalls?
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Options:

A- CPPM can exchange contextual information about clients with third-party solutions, which
helps make better decisions.

B- CPPM can make the third-party solutions more secure by adding signature-based threat
detection capabilities.

C- CPPM can offload policy decisions to the third-party solutions, enabling CPPM to respond to
authentication requests more quickly.

D- CPPM can take over filtering internal traffic so that the third-party solutions have more
processing power to devote to filtering external traffic.

Answer:
A

Explanation:
Contextual Exchange for Better Decisions:

HPE Aruba ClearPass can integrate with third-party solutions like MDM and firewalls to exchange
contextual information about endpoints (e.g., device type, posture, location).

This integration allows ClearPass and the third-party solutions to make better access control and
security decisions.

For example:

An MDM can inform CPPM about device compliance, and CPPM can adjust enforcement policies
dynamically.

Firewalls can receive updated context about users and devices to enforce policies more
effectively.

Option Analysis:

Option A: Correct. Exchanging contextual information improves access control decisions.
Option B: Incorrect. CPPM does not provide signature-based threat detection.

Option C: Incorrect. CPPM does not offload policy decisions; it integrates for collaboration.

Option D: Incorrect. CPPM does not replace third-party traffic filtering capabilities.

Question 3

Question Type: MultipleChoice
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You are setting up an HPE Aruba Networking VIA solution for a company. You have already
created a VPN pool with IP addresses for the remote clients. During

tests, however, the clients do not receive IP addresses from that pool.

What is one setting to check?

Options:

A- That the pool uses valid, public IP addresses that are assigned to the company

B- That the pool is associated with the role to which the VIA clients are being assigned

C- That the pool uses an IP subnet that is different from any subnet configured on the VPNC
D- That the pool is referenced in the clients' VIA Connection Profile

Answer:
B

Explanation:

If VIA clients are not receiving IP addresses from the configured VPN pool, one setting to check is
whether the pool is associated with the role to which the VIA clients are being assigned. The
association between the IP pool and the role ensures that clients assigned to that role receive IP
addresses from the correct pool.

1.Role Association: Each role can be associated with a specific IP pool, ensuring that clients
assigned to the role receive addresses from the intended pool.

2.1P Allocation: Proper configuration of the IP pool and its association with the role is crucial for
correct IP address allocation.

3.VIA Configuration: Ensuring that all settings, including IP pool associations, are correctly
configured, facilitates seamless client connectivity.
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