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Question 1

Question Type: MultipleChoice

Task4

An administrator will be deploying Flow Networking and needs to validate that the environment,
specifically switch vs1, is appropriately configured. Only VPC traffic should be carried by the
switch.

Four versions each of two possible commands have been placed in
Desktop\Files\Network\flow.txt. Remove the hash mark (#) from the front of correct First
command and correct Second command and save the file.

Only one hash mark should be removed from each section. Do not delete or copy lines, do not
add additional lines. Any changes other than removing two hash marks (#) will result in no credit.

Also, SSH directly to any AHV node (not a CVM) in the cluster and from the command line display
an overview of the Open vSwitch configuration. Copy and paste this to a new text file named
Desktop\Files\Network\AHVswitch.txt.

Note: You will not be able to use the 192.168.5.0 network in this environment.
First command

#net.update_vpc_traffic_config virtual_switch=vs0
net.update_vpc_traffic_config virtual switch=vsl
#net.update_vpc_east west traffic_config virtual_switch=vs0
#net.update_vpc_east west_traffic_config virtual switch=vs1

Second command

#net.update_vpc_east west traffic_config permit_all_traffic=true
net.update vpc_east west traffic_config permit_vpc_traffic=true
#net.update_vpc_east west traffic_config permit_all_traffic=false

#net.update_vpc_east_west_traffic_config permit_vpc_traffic=false

Options:
A- See the Explanation for step by step solution
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Answer:
A

Explanation:

First, you need to open the Prism Central CLI from the Windows Server 2019 workstation. You can
do this by clicking on the Start menu and typing "Prism Central CLI". Then, you need to log in
with the credentials provided to you.

Second, you need to run the two commands that | have already given you in
Desktop\Files\Network\flow.txt. These commands are:

net.update_vpc_traffic_config virtual_switch=vs1 net.update_vpc_east_west_traffic_config
permit_vpc_traffic=true

These commands will update the virtual switch that carries the VPC traffic to vs1, and update the
VPC east-west traffic configuration to allow only VPC traffic. You can verify that these commands
have been executed successfully by running the command:

net.get_vpc_traffic_config

This command will show you the current settings of the virtual switch and the VPC east-west
traffic configuration.

Third, you need to SSH directly to any AHV node (not a CVM) in the cluster and run the command:
ovs-vsctl show

This command will display an overview of the Open vSwitch configuration on the AHV node. You
can copy and paste the output of this command to a new text file named
Desktop\Files\Network\AHVswitch.txt.

You can use any SSH client such as PuTTY or Windows PowerShell to connect to the AHV node.
You will need the IP address and the credentials of the AHV node, which you can find in Prism
Element or Prism Central.

remove # from greens

On AHV execute:

sudo ovs-vsctl show

CVM access AHV access command

nutanix@NTNX-A-CVM:192.168.10.5:~$ ssh root@192.168.10.2 'ovs-vsctl show'

Open AHVswitch.txt and copy paste output
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Question 2

Question Type: MultipleChoice

Task 9

Partl

An administrator logs into Prism Element and sees an alert stating the following:

Cluster services down on Controller VM (35.197.75.196)

Correct this issue in the least disruptive manner.

Part2

In a separate request, the security team has noticed a newly created cluster is reporting.
CVM [35.197.75.196] is using the default password.

They have provided some new security requirements for cluster level security.

Security requirements:

Update the default password for the root user on the node to match the admin user password:
Note: 192.168.x.x is not available. To access a node use the Host IP (172.30.0.x) from a CVM or
the supplied external IP address.

Update the default password for the nutanix user on the CVM to match the admin user password.
Resolve the alert that is being reported.

Output the cluster-wide configuration of the SCMA policy to Desktop\Files\output.txt before
changes are made.

Enable the Advance intrusion Detection Environment (AIDE) to run on a weekly basis for the
cluster.

Enable high-strength password policies for the cluster.

Ensure CVMs require SSH keys for login instead of passwords. (SSH keys are located in the
Desktop\Files\SSH folder).

Ensure the clusters meets these requirements. Do not reboot any cluster components.

Options:

A- See the Explanation for step by step solution
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Answer:
A

Explanation:

To correct the issue of cluster services down on Controller VM (35.197.75.196) in the least
disruptive manner, you need to do the following steps:

Log in to Prism Element using the admin user credentials.
Go to the Alerts page and click on the alert to see more details.

You will see which cluster services are down on the Controller VM. For example, it could be
cassandra, curator, stargate, etc.

To start the cluster services, you need to SSH to the Controller VM using the nutanix user
credentials. You can use any SSH client such as PuTTY or Windows PowerShell to connect to the
Controller VM. You will need the IP address and the password of the nutanix user, which you can
find in Desktop\Files\SSH\nutanix.txt.

Once you are logged in to the Controller VM, run the command:

cluster status | grep -v UP

This will show you which services are down on the Controller VM.

To start the cluster services, run the command:

cluster start

This will start all the cluster services on the Controller VM.

To verify that the cluster services are running, run the command:

cluster status | grep -v UP

This should show no output, indicating that all services are up.

To clear the alert, go back to Prism Element and click on Resolve in the Alerts page.
To meet the security requirements for cluster level security, you need to do the following steps:

To update the default password for the root user on the node to match the admin user password,
you need to SSH to the node using the root user credentials. You can use any SSH client such as
PUuTTY or Windows PowerShell to connect to the node. You will need the IP address and the
password of the root user, which you can find in Desktop\Files\SSH\root.txt.

Once you are logged in to the node, run the command:
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passwd

This will prompt you to enter a new password for the root user. Enter the same password as the
admin user, which you can find in Desktop\Files\SSH\admin.txt.

To update the default password for the nutanix user on the CVM to match the admin user
password, you need to SSH to the CVM using the nutanix user credentials. You can use any SSH
client such as PuTTY or Windows PowerShell to connect to the CVM. You will need the IP address
and the password of the nutanix user, which you can find in Desktop\Files\SSH\nutanix.txt.

Once you are logged in to the CVM, run the command:
passwd

This will prompt you to enter a new password for the nutanix user. Enter the same password as
the admin user, which you can find in Desktop\Files\SSH\admin.txt.

To resolve the alert that is being reported, go back to Prism Element and click on Resolve in the
Alerts page.

To output the cluster-wide configuration of SCMA policy to Desktop\Files\output.txt before
changes are made, you need to log in to Prism Element using the admin user credentials.

Go to Security > SCMA Policy and click on View Policy Details. This will show you the current
settings of SCMA policy for each entity type.

Copy and paste these settings into a new text file named Desktop\Files\output.txt.

To enable AIDE (Advanced Intrusion Detection Environment) to run on a weekly basis for the
cluster, you need to log in to Prism Element using the admin user credentials.

Go to Security > AIDE Configuration and click on Enable AIDE. This will enable AIDE to monitor file
system changes on all CVMs and nodes in the cluster.

Select Weekly as the frequency of AIDE scans and click Save.

To enable high-strength password policies for the cluster, you need to log in to Prism Element
using the admin user credentials.

Go to Security > Password Policy and click on Edit Policy. This will allow you to modify the
password policy settings for each entity type.

For each entity type (Admin User, Console User, CVM User, and Host User), select High Strength
as the password policy level and click Save.

To ensure CVMs require SSH keys for login instead of passwords, you need to log in to Prism
Element using the admin user credentials.

Go to Security > Cluster Lockdown and click on Configure Lockdown. This will allow you to
manage SSH access settings for the cluster.
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Uncheck Enable Remote Login with Password. This will disable password-based SSH access to the
cluster.

Click New Public Key and enter a name for the key and paste the public key value from
Desktop\Files\SSH\id_rsa.pub. This will add a public key for key-based SSH access to the cluster.

Click Save and Apply Lockdown. This will apply the changes and ensure CVMs require SSH keys
for login instead of passwords.

Partl

Enter CVM ssh and execute:

cluster status | grep -v UP

cluster start

If there are issues starting some services, check the following:

Check if the node is in maintenance mode by running the ncli host Is command on the CVM.
Verify if the parameter Under Maintenance Mode is set to False for the node where the services
are down. If the parameter Under Maintenance Mode is set to True, remove the node from
maintenance mode by running the following command:

nutanix@cvm$ ncli host edit id=<host id> enable-maintenance-mode=false
You can determine the host ID by using ncli host Is.

See the troubleshooting topics related to failed cluster services in the Advanced Administration
Guide available from the Nutanix Portal's Software Documentation page. (Use the filters to search
for the guide for your AOS version). These topics have information about common and AOS-
specific logs, such as Stargate, Cassandra, and other modules.

Check for any latest FATALs for the service that is down. The following command prints all the
FATALs for a CVM. Run this command on all CVMs.

nutanix@cvm$ for i in “svmips'; do echo 'CVM: $i'; ssh $i 'ls -Itr
/home/nutanix/data/logs/*.FATAL'; done

NCC Health Check: cluster_services_down_check (nutanix.com)
Part2
Update the default password for the root user on the node to match the admin user password

echo -e '"CHANGING ALL AHV HOST ROOT PASSWORDS.\nPlease input new password: '; read -rs
passwordl; echo 'Confirm new password: '; read -rs password?2; if [ '$passwordl' ==
'‘$password2' ]; then for host in $(hostips); do echo Host $host; echo $passwordl | ssh
root@$host '‘passwd --stdin root'; done; else echo 'The passwords do not match'; fi

Update the default password for the nutanix user on the CVM
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sudo passwd nutanix

Output the cluster-wide configuration of the SCMA policy
ncli cluster get-hypervisor-security-config

Output Example:
nutanix@NTNX-372a19a3-A-CVM:10.35.150.184:~$ ncli cluster get-hypervisor-security-config
Enable Aide : false

Enable Core : false

Enable High Strength P... : false

Enable Banner : false

Schedule : DAILY

Enable iTLB Multihit M... : false

Enable the Advance intrusion Detection Environment (AIDE) to run on a weekly basis for the
cluster.

ncli cluster edit-hypervisor-security-params enable-aide=true

ncli cluster edit-hypervisor-security-params schedule=weekly

Enable high-strength password policies for the cluster.

ncli cluster edit-hypervisor-security-params enable-high-strength-password=true
Ensure CVMs require SSH keys for login instead of passwords

https://portal.nutanix.com/page/documents/kbs/details?targetld=kA0600000008gb3CAA

Metwork Switch Cluster Lockdown ?
NTP Sarvers

SNMP ﬁ Cluster is not locked down.

Enable Remote Login with Password
Cluster Lockglown

Data-at-rest Encryplion + New Public Key
Fllesystem Whitellsts
551 Certificate

Test sshorsa AAAABINZaCIyc2EAA *
ABC-Lnx-Pubkey sshersa AAAAB3INIaCIycZEAA ®
Authantication

Local User Management

Role Mapping
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Name

name_publuc_key

[

Public Key here

Key

< Back

ﬁ PuTTY Configuration ? p 4
A I Basic options for your PUuTTY session
Specify the destination you want to connect to
Host Name (or IP address) Port
10.30819 CVMIP 22
Connection type:
@SSH  OSeal OOther:  Telnet v
Load, save or delete a stored session
Saved Sessions
Default Settings Load
. —
Delete
Close window on exit:

(O Aways (ONever (@ Only on clean exit
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MOST Keys Private key file for authentication:
Cipher =

Private key
+ rivate key l &W&

TTY
X11
Tunnels
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More bugs Vv

About Help Open Cancel

Question 3

Question Type: MultipleChoice

Task 7

An administrator has environment that will soon be upgraded to 6.5. In the meantime, they need
to implement log and apply a security policy named Staging_Production, such that not VM in the
Staging Environment can communicate with any VM in the production Environment,

Configure the environment to satisfy this requirement.

Note: All other configurations not indicated must be left at their default values.

Options:
A- See the Explanation for step by step solution

Answer:
A

Explanation:

To configure the environment to satisfy the requirement of implementing a security policy named
Staging_Production, such that no VM in the Staging Environment can communicate with any VM
in the production Environment, you need to do the following steps:

Log in to Prism Central and go to Network > Security Policies > Create Security Policy. Enter
Staging_Production as the name of the security policy and select Cluster A as the cluster.
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In the Scope section, select VMs as the entity type and add the VMs that belong to the Staging
Environment and the Production Environment as the entities. You can use tags or categories to
filter the VMs based on their environment.

In the Rules section, create a new rule with the following settings:
Direction: Bidirectional

Protocol: Any

Source: Staging Environment

Destination: Production Environment

Action: Deny

Save the security policy and apply it to the cluster.

This will create a security policy that will block any traffic between the VMs in the Staging
Environment and the VMs in the Production Environment. You can verify that the security policy
is working by trying to ping or access any VM in the Production Environment from any VM in the
Staging Environment, or vice vers

a. You should not be able to do so.

Policies
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Dv

s

Type name to filter by

Name

Staging_Production

Purpose

Isolate Staging_Production

Isolate This Category

Environment: Staging

From This Category

Environment: Production

() Apply the isolation only within a subset of the data center

Advanced Configuration

Policy Hit Logs (3 Disabled
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v 2 Actions ~ Create Security Policy Expor & import ~ Filters

_ To enforce the policy, check the

tssiscedd] Montc box next to the policy, choose
Actions, then Apply.

1 @ staging_Production  issiste R from IT Environment: Staging Environment: Production Monitoring few seconds ago

Question 4

Question Type: MultipleChoice

Task 16
Running NCC on a cluster prior to an upgrade results in the following output
FAIL: CVM System Partition /home usage at 93% (greater than threshold, 90%)

Identify the CVM with the issue, remove the fil causing the storage bloat, and check the health
again by running the individual disk usage health check only on the problematic CVM do not run
NCC health check

Note: Make sure only the individual health check is executed from the affected node

Options:

A- See the Explanation for step by step solution

Answer:
A

Explanation:
To identify the CVM with the issue, remove the file causing the storage bloat, and check the
health again, you can follow these steps:

Log in to Prism Central and click on Entities on the left menu.

Select Virtual Machines from the drop-down menu and find the NCC health check output file from
the list. You can use the date and time information to locate the file. The file name should be
something like ncc-output-YYYY-MM-DD-HH-MM-SS.log.

Open the file and look for the line that says FAIL: CVM System Partition /home usage at 93%
(greater than threshold, 90%). Note down the IP address of the CVM that has this issue. It should
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be something like X.X.X.X.
Log in to the CVM using SSH or console with the username and password provided.

Run the commanddu -sh /home/*to see the disk usage of each file and directory under /home.
Identify the file that is taking up most of the space. It could be a log file, a backup file, or a
temporary file. Make sure it is not a system file or a configuration file that is needed by the CVM.

Run the commandrm -f /home/<filename>to remove the file causing the storage bloat. Replace
<filename> with the actual name of the file.

Run the commandncc health_checks hardware_checks disk_checks disk_usage_check --
cvm_list=X.X.X.Xto check the health again by running the individual disk usage health check only
on the problematic CVM. Replace X.X.X.X with the IP address of the CVM that you noted down
earlier.

Verify that the output shows PASS: CVM System Partition /lhome usage at XX% (less than
threshold, 90%). This means that the issue has been resolved.

#access to CVM IP by Putty

allssh df -h #look for the path /dev/sdb3 and select the IP of the CVM
ssh CVM_IP

Is

cd software_downloads

Is
cd nos
Is -l -h

rm files_name
df -h

ncc health_checks hardware_checks disk_checks disk usage check

Question 5

Question Type: MultipleChoice

Task 15

An administrator found a CentOS VM, Cent_Down, on the cluster with a corrupted network stack.
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To correct the issue, the VM will need to be restored from a previous snapshot to become
reachable on the network again.

VM credentials:

Username: root

Password: nutanix/4u

Restore the VM and ensure it is reachable on the network by pinging 172.31.0.1 from the VM.

Power off the VM before proceeding.

Options:
A- See the Explanation for step by step solution

Answer:

Explanation:
To restore the VM and ensure it is reachable on the network, you can follow these steps:

Log in to the Web Console of the cluster where the VM is running.

Click on Virtual Machines on the left menu and find Cent_Down from the list. Click on the power
icon to power off the VM.

Click on the snapshot icon next to the power icon to open the Snapshot Management window.

Select a snapshot from the list that was taken before the network stack was corrupted. You can
use the date and time information to choose a suitable snapshot.

Click on Restore VM and confirm the action in the dialog box. Wait for the restore process to
complete.

Click on the power icon again to power on the VM.
Log in to the VM using SSH or console with the username and password provided.

Run the commandping 172.31.0.1to verify that the VM is reachable on the network. You should
see a reply from the destination IP address.

Go to VMS from the prism central gui

Select the VMand go to More -> Guest Shutdown
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Go to Snapshots tab and revert to latest snapshot available

power on vm and verify if ping is working

Question 6

Question Type: MultipleChoice

Task 12

An administrator needs to create a report named VMs_Power_State that lists the VMs in the
cluster and their basic details including the power state for the last month.

No other entities should be included in the report.
The report should run monthly and should send an email to admin@syberdyne.net when it runs.

Generate an instance of the report named VMs_Power State as a CSV and save the zip file as
Desktop\Files\VMs_Power_state.zip

Note: Make sure the report and zip file are named correctly. The SMTP server will not be
configured.

Options:
A- See the Explanation for step by step solution

Answer:

Explanation:

To create a report named VMs_Power State that lists the VMs in the cluster and their basic details
including the power state for the last month, you can follow these steps:

Log in to Prism Central and click on Entities on the left menu.
Select Virtual Machines from the drop-down menu and click on Create Report.
Enter VMs_Power State as the report name and a description if required. Click Next.

Under the Custom Views section, select Data Table. Click Next.
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Under the Entity Type option, select VM. Click Next.

Under the Custom Columns option, add the following variables: Name, Cluster Name, vCPUs,
Memory, Power State. Click Next.

Under the Time Period option, select Last Month. Click Next.

Under the Report Settings option, select Monthly from the Schedule drop-down menu. Enter
admin@syberdyne.net as the Email Recipient. Select CSV as the Report Output Format. Click
Next.

Review the report details and click Finish.

To generate an instance of the report named VMs_Power State as a CSV and save the zip file as
Desktop\Files\VMs_Power _state.zip, you can follow these steps:

Log in to Prism Central and click on Operations on the left menu.

Select Reports from the drop-down menu and find the VMs_Power_State report from the list. Click
on Run Now.

Wait for the report to be generated and click on Download Report. Save the file as
Desktop\Files\VMs_Power _state.zip.

1. Open the Report section on Prism Central (Operations > Reports)

2. Click on the New Report button to start the creation of your custom report
3. Under the Custom Views section, select Data Table

4. Provide a title to your custom report, as well as a description if required.
5. Under the Entity Type option, select VM

6. This report can include all as well as a selection of the VMs

7. Click on the Custom Columns option and add the below variables:

a. Name - Name of the listed Virtual Machine

b. vCPUs - A combination of the vCores and vCPU's assigned to the Virtual Machine
¢. Memory - Amount of memory assigned to the Virtual Machine

d. Disk Capacity - The total amount of assigned virtual disk capacity

e. Disk Usage - The total used virtual disk capacity

—h

Snapshot Usage - The total amount of capacity used by snapshots (Excluding Protection
Domain snapshots)

8. Under the Aggregation option for Memory and Disk Usage accept the default Average option
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Columns

FOCUS Custom Columns

-
-

Custom

Column Name Aggregation
Name -
vCPUs -
Memory Average ~
Disk Capacity -
Disk Usage Average ~

Snapshot Usage -

9. Click on the Add button to add this custom selection to your report
10. Next click on the Save and Run Now button on the bottom right of the screen

11. Provide the relevant details on this screen for your custom report:



Download Nutanix NCM-MCI Exam Dumps Free BY Price - Page 19

Run Report ? X

Report

REPORT INSTANCE NAME

DESCRIPTION

TIME PERIOD FOR REPORT

Last 24 Hours

Ll

TIMEZONE

ap

Report Format
(J PDF

O Csv

Email Report

Report will be emailed to the following recipients

ADDITIONAL RECIPIENTS

12. You can leave the Time Period For Report variable at the default of Last 24 Hours
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13. Specify a report output of preference (PDF or CSV) and if required Additional Recipients for
this report to be mailed to. The report can also simply be downloaded after this creation and
initial run if required

14. Below is an example of this report in a CSV format:

Question 7

Question Type: MultipleChoice

Topic 1, Performance Based Questions
Environment

You have been provisioned a dedicated environment for your assessment which includes the
following:

Workstation

* windows Server 2019

* All software/tools/etc to perform the required tasks

* Nutanix Documentation and whitepapers can be found in desktop\files\Documentation
* Note that the workstation is the system you are currently togged into

Nutanix Cluster

* There are three clusters provided. The connection information for the relevant cluster will be
displayed to the high of the question Please make sure you are working on the correct cluster for
each item Please ignore any licensing violations

* Cluster A is a 3-node cluster with Prism Central 2022.6 where most questions will be performed
* Cluster B is a one-node cluster and has one syslog item and one security item to perform

* Cluster D is a one-node duster with Prism Central 5.17 and has a security policy item to perform
Important Notes

* |f the text is too small and hard to read, or you cannot see an of the GUI. you can
increase/decrease the zoom of the browser with CTRL + ,and CTRL + (the plus and minus keys)

You will be given 3 hours to complete the scenarios for Nutanix NCMMCI
Once you click the start button below, you will be provided with:

- A Windows desktop A browser page with the scenarios and credentials (Desktop\instructions)
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Notes for this exam delivery:

The browser can be scaled lo Improve visibility and fit all the content on the screen.

- Copy and paste hot-keys will not work Use your mouse for copy and paste.

- The Notes and Feedback tabs for each scenario are to leave notes for yourself or feedback for
- Make sure you are performing tasks on the correct components.

- Changing security or network settings on the wrong component may result in a falling grade.
- Do not change credentials on an component unless you are instructed to.

- All necessary documentation is contained in the Desktop\Files\Documentation directory

Task 1

An administrator has been asked to configure a storage for a distributed application which uses
large data sets across multiple worker VMs.

The worker VMs must run on every node. Data resilience is provided at the application level and
low cost per GB is a Key Requirement.

Configure the storage on the cluster to meet these requirements. Any new object created should
include the phrase Distributed App in the name.

Options:
A- See the Explanation for step by step solution

Answer:

Explanation:
To configure the storage on the cluster for the distributed application, you can follow these steps:

Log in to Prism Element of cluster A using the credentials provided.
Go to Storage > Storage Pools and click on Create Storage Pool.

Enter a name for the new storage pool, such as Distributed App_Storage_Pool, and select the
disks to include in the pool. You can choose any combination of SSDs and HDDs, but for low cost
per GB, you may prefer to use more HDDs than SSDs.

Click Save to create the storage pool.
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Go to Storage > Containers and click on Create Container.

Enter a name for the new container, such as Distributed_App_Container, and select the storage
pool that you just created, Distributed App_Storage Pool, as the source.

Under Advanced Settings, enable Erasure Coding and Compression to reduce the storage
footprint of the dat

a. You can also disable Replication Factor since data resilience is provided at the application
level. These settings will help you achieve low cost per GB for the container.

Click Save to create the container.
Go to Storage > Datastores and click on Create Datastore.

Enter a name for the new datastore, such as Distributed App_Datastore, and select NFS as the
datastore type. Select the container that you just created, Distributed App_Container, as the
source.

Click Save to create the datastore.

The datastore will be automatically mounted on all nodes in the cluster. You can verify this by
going to Storage > Datastores and clicking on Distributed App_Datastore. You should see all
nodes listed under Hosts.

You can now create or migrate your worker VMs to this datastore and run them on any node in
the cluster. The datastore will provide low cost per GB and high performance for your distributed
application.
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