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Question 1

Question Type: MultipleChoice

Is this statement true regarding the lifespan of an unused API token in Okta?

Solution: An unused API token is only valid for a onetime login.

Options:
A-Yes
B- No

Answer:
B

Explanation:
https://developer.okta.com/docs/guides/create-an-api-token/token-expiration-deactivation/

Question 2

Question Type: MultipleChoice

An Okta Administrator is instructed to assign an application to 1,000 users in the Sales
department. Is this a recommended method for the administrator to assign the application to the
users?

Solution: Assign the application to an Okta group

Options:
A-Yes
B- No

Answer:



https://developer.okta.com/docs/guides/create-an-api-token/token-expiration-deactivation/
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Question 3

Question Type: MultipleChoice

An end user account has been changed from an Active Directory mastered user to an Okta
mastered user. Is this what the end user must do upon the next login?

Solution: Change email address on user profile

Options:
A-Yes
B- No

Answer:
B

Question 4

Question Type: MultipleChoice

Is this what an end user needs to do in order to switch between Okta accounts from within the
same browser?

Solution: Install the Okta Browser plugin.

Options:
A- Yes
B- No

Answer:
A

Explanation:

https://help.okta.com/en/prod/end-user/Content/Topics/end-user/plugin-switch-accounts.htm?cshi
d=csh-user-plugin-switch-accounts



https://help.okta.com/en/prod/end-user/Content/Topics/end-user/plugin-switch-accounts.htm?cshid=csh-user-plugin-switch-accounts
https://help.okta.com/en/prod/end-user/Content/Topics/end-user/plugin-switch-accounts.htm?cshid=csh-user-plugin-switch-accounts
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Question 5

Question Type: MultipleChoice

Is this a function of Okta Universal Directory?

Solution: Locating duplicate accounts

Options:
A-Yes
B- No

Answer:

Question 6

Question Type: MultipleChoice

Is this a reason why SAML is more secure than Secure Web Authentication (SWA)?

Solution: SAML stores the user name and password in the assertion.

Options:
A- Yes
B- No

Answer:
B

Question 7

Question Type: MultipleChoice

Is this statement true regarding the lifespan of an unused API token in Okta?
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Solution: An unused API token expires after 30 days.

Options:
A-Yes
B- No

Answer:

Explanation:
Token expiration and deactivation

Tokens expire automatically after a certain period and can also be deactivated at any time.
Token expiration

Tokens are valid for 30 days from creation or last use, so that the 30 day expiration automatically
refreshes with each API call.

Tokens that aren't used for 30 days expire.
The 30-day period is currently fixed and can't be changed for your organization.

https://developer.okta.com/docs/guides/create-an-api-token/token-expiration-deactivation/

Question 8

Question Type: MultipleChoice

Is this a true statement about deleting Okta user accounts?

Solution: Okta user accounts must be suspended before they can be deleted

Options:
A-Yes
B- No



https://developer.okta.com/docs/guides/create-an-api-token/token-expiration-deactivation/
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Answer:
B
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