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Question 1
Question Type: MultipleChoice

What is the main objective when using Application Control?

Options: 
A- To filter out specific content.

B- To assist the firewall blade with handling traffic.

C- To see what users are doing.

D- Ensure security and privacy of information.

Answer: 
D

Explanation: 
https://www.checkpoint.com/cyber-hub/network-security/what-is-application-control/

https://www.checkpoint.com/cyber-hub/network-security/what-is-application-control/


Question 2
Question Type: MultipleChoice

In order for changes made to policy to be enforced by a Security Gateway, what action must an administrator perform?

Options: 
A- Publish changes

B- Save changes

C- Install policy

D- Install database

Answer: 
C

Question 3
Question Type: MultipleChoice



The Gateway Status view in SmartConsole shows the overall status of Security Gateways and Software Blades. What does the Status

Attention mean?

Options: 
A- Cannot reach the Security Gateway.

B- The gateway and all its Software Blades are working properly.

C- At least one Software Blade has a minor issue, but the gateway works.

D- Cannot make SIC between the Security Management Server and the Security Gateway

Answer: 
C

Explanation: 
https://sc1.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_LoggingAndMonitoring_AdminGuide/Topics-

LMG/Monitoring-Gateway-Status.htm

https://sc1.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_LoggingAndMonitoring_AdminGuide/Topics-LMG/Monitoring-Gateway-Status.htm
https://sc1.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_LoggingAndMonitoring_AdminGuide/Topics-LMG/Monitoring-Gateway-Status.htm


Question 4
Question Type: MultipleChoice

Which of the following is NOT an authentication scheme used for accounts created through SmartConsole?

Options: 
A- RADIUS

B- Check Point password

C- Security questions

D- SecurID

Answer: 
C

Question 5
Question Type: MultipleChoice



In SmartConsole, on which tab are Permissions and Administrators defined?

Options: 
A- Manage and Settings

B- Logs and Monitor

C- Security Policies

D- Gateways and Servers

Answer: 
A

Question 6
Question Type: MultipleChoice

How many users can have read/write access in Gaia Operating System at one time?



Options: 
A- One

B- Three

C- Two

D- Infinite

Answer: 
A

Explanation: 
if another user has r/w access, you need to use 'lock database override' or 'unlock database' to claim r/w access. Ref:

https://sc1.checkpoint.com/documents/R80.20_GA/WebAdminGuides/EN/CP_R80.20_Gaia_AdminGuide/html_frameset.htm?topic=documents/R80.20_GA/WebAdminGuides/EN/CP_R80.20_Gaia_AdminGuide/162435

Question 7
Question Type: MultipleChoice

What is the default shell of Gaia CLI?

https://sc1.checkpoint.com/documents/R80.20_GA/WebAdminGuides/EN/CP_R80.20_Gaia_AdminGuide/html_frameset.htm?topic=documents/R80.20_GA/WebAdminGuides/EN/CP_R80.20_Gaia_AdminGuide/162435
https://sc1.checkpoint.com/documents/R80.20_GA/WebAdminGuides/EN/CP_R80.20_Gaia_AdminGuide/html_frameset.htm?topic=documents/R80.20_GA/WebAdminGuides/EN/CP_R80.20_Gaia_AdminGuide/162435


Options: 
A- clish

B- Monitor

C- Read-only

D- Bash

Answer: 
A

Explanation: 
https://sc1.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_Gaia_AdminGuide/Topics-GAG/CLI-Reference-

_interface_.htm

Question 8
Question Type: MultipleChoice

https://sc1.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_Gaia_AdminGuide/Topics-GAG/CLI-Reference-_interface_.htm
https://sc1.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_Gaia_AdminGuide/Topics-GAG/CLI-Reference-_interface_.htm


Which two Identity Awareness daemons are used to support identity sharing?

Options: 
A- Policy Activation Point (PAP) and Policy Decision Point (PDP)

B- Policy Manipulation Point (PMP) and Policy Activation Point (PAP)

C- Policy Enforcement Point (PEP) and Policy Manipulation Point (PMP)

D- Policy Decision Point (PDP) and Policy Enforcement Point (PEP)

Answer: 
D

Explanation: 
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk88520

Question 9
Question Type: MultipleChoice

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk88520


Which product correlates logs and detects security threats, providing a centralized display of potential attack patterns from all network

devices?

Options: 
A- SmartDashboard

B- SmartEvent

C- SmartView Monitor

D- SmartUpdate

Answer: 
B

Explanation: 
SmartEvent correlates logs from all Check Point enforcement points, including end-points, to identify suspicious activity from the clutter.

Rapid data analysis and custom event logs immediately alert administrators to anomalous behavior such as someone attempting to use

the same credential in multiple geographies simultaneously. Ref: https://www.checkpoint.com/products/smartevent/

https://www.checkpoint.com/products/smartevent/
https://www.checkpoint.com/products/smartevent/
https://www.checkpoint.com/products/smartevent/
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