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Question 1
Question Type: MultipleChoice

You have created a group for several auditors. You assign the following policies to the group:

What actions are the auditors allowed to perform within your tenancy? (Choose the best answer.)

Options: 
A- The Auditors can view resources in the tenancy.

B- Auditors are able to view all resources in the compartment.

C- Auditors are able to create new instances in the tenancy.

D- The Auditors are able to delete resource in the tenancy.

Answer: 
A

Question 2
Question Type: MultipleChoice



You are using the Oracle Cloud Infrastructure Command Line Interface to launch a Linux virtual machine. You enter the following

command (with correct values for all parameters):

The command fails. Which is NOT a valid parameter in this command? (Choose the best answer.)

Options: 
A- '--subnet-id <subnet_id>'

B- '--image-id <image_id>'

C- '--shape <shape_name>'

D- '-c <compartment_id>'

E- '-t <tenancy_id>'

Answer: 
E

Question 3
Question Type: MultipleChoice



You have a web application running on Oracle Cloud Infrastructure (OCI) that lets users log in with a username and password. You

notice that an attacker has tried to use SQL comment to alter the database query, remove the password check and log in as a user. You

decide to prevent any future attacks. Which of the following OCI services or features would you choose to safeguard your application?

(Choose the best answer.)

Options: 
A- Data Safe

B- Web Application Framework (WAF)

C- Vault

D- Network Security Group

Answer: 
B

Question 4
Question Type: MultipleChoice



You have been asked to review a network design for Oracle Cloud Infrastructure (OCI) by a major client. The client IT team needs to

provision two Virtual Cloud Networks (VCNs) for a major application. The application uses a large number of virtual machine instances.

Additionally, in the future, a VCN peering will be required to allow connectivity between the VCNs. Which of the following are valid IP

ranges to consider? (Choose the best answer.)

Options: 
A- 10.0.0.0/16 and 10.0.64.0/24

B- 10.0.0.0/8 and 11.0.0.0/8

C- 10.0.8.0/21 and 10.0.16.0/22

D- 10.0.0.0/30 and 192.168.0.0/30

Answer: 
C

Question 5
Question Type: MultipleChoice



You have received an email from your manager to provision new resources on Oracle Cloud Infrastructure (OCI). When researching

OCI, you determined that you should use OCI Resource Manager. Since this is a task that will be done multiple times for development,

test, and production. You will need to create a command that can be re-used. Which CLI command can be used in this situation?

(Choose the best answer.)

Options: 
A- oci resource-manager stack update ---compartment-id <compartment_OCID> \ --config-source prod.zip --variables file://variables.json

\ --display-name 'Production stack build' \ --description Creating new Production environment

B- oci resource-manager stack create ---tenancy-id <tenancy_OCID> \ --config-source prod.zip --variables file://variables.json \ --display-

name Production stack build \ --description Creating new Production environment

C- oci resource-manager stack update ---tenancy-id <tenancy_OCID> \ --config-source prod.zip --variables file://variables.json \ --display-

name 'Production stack build' \ --description Creating new Production environment

D- oci resource-manager stack create ---compartment-id <compartment_OCID> \ --config-source prod.zip --variables file://variables.json

\ --display-name 'Production stack build' \ --description Creating new Production environment

Answer: 
D

Question 6



Question Type: MultipleChoice

You have set an alarm to be generated when the CPU usage of a specified instance is greater than 10%. In the alarm behavior view

below you notice that the critical condition happened around 23:30. You were expecting a notification after 1 minute, however, the alarm

firing state did not begin until 23:33.

What should you change to fix it? (Choose the best answer.)

Options: 
A- Change the alarm condition to be grater than 3%.

B- Change the alarm trigger delay minutes value to 1.

C- Change the alarm metric interval to 1.

D- Change the notification topic that you previously associated with the alarm.

Answer: 
B



Question 7
Question Type: MultipleChoice

One of the compute instances that you have deployed on Oracle Cloud Infrastructure (OCI) is malfunctioning. You have created a

console connection to remotely troubleshoot it. Which two statements about console connections are TRUE? (Choose two.)

Options: 
A- If you do not disconnect from the session, your serial console connection will automatically be terminated after 24 hours.

B- It is not possible to connect to the serial console to an instance running Microsoft Windows, however VNC console connection can be

used.

C- It is not possible to use VNC console connections to connect to Bare Metal Instances.

D- For security purpose, the console connection will not let you edit system configuration files.

E- VNC console connection uses SSH port forwarding to create a secure connection from your local system to the VNC server attached

to your instance's console.

Answer: 
A, E



Question 8
Question Type: MultipleChoice

You have been contracted by a local e-commerce company to assist with enhancing their online shopping application. The application is

currently deployed in a single Oracle Cloud Infrastructure (OCI) region. The application utilizes a public load balancer, application

servers in a private subnet, and a database in a separate, private subnet. The company would like to deploy another set of similar

infrastructure in a different OCI region that will act as standby site. In the event of a failure at the primary site, all customers should be

routed to the failover site automatically. After deploying the additional infrastructure within the second region, how should you configure

automated failover requirements? (Choose the best answer.)

Options: 
A- Create a new A record in DNS that points to the public load balancer at the secondary site. Create a CNAME for the sub-domain

failover that will resolve to the new A rec-ord. Inform customers to prepend the website URL with failover if the primary site is unavailable.

B- Create a load balancer policy in the Traffic Management service. Configure one answer for each site. Set the answer for the primary

site with a weight of 10 and the answer for the secondary site with a weight of 100.

C- Deploy a new load balancer in the primary region. Create one backend set for the primary application servers and a second backend

set for the standby application servers. Create a listener for the primary backend set with a timeout of 3 minutes. Create a listener for the

secondary backend set with a timeout of 10 minutes.



D- Create a failover policy in the Traffic Management service. Set the IP address of the public load balancer for the primary site in

answer pool 1. Set the IP address of the public load balancer for the secondary site in answer pool 2. Define a health check to monitor

both sites.

Answer: 
D

Question 9
Question Type: MultipleChoice

You are using Oracle Cloud Infrastructure (OCI) services across several regions: us-phoenix-1, us-ashburn-1, uk-london-1 and ap-tokyo-

1. You have creates a separate administrator group for each region: PHX-Admins, ASH-Admins, LHR-Admins and NRT-Admins,

respectively. You want to restrict admin access to a specific region. E.g., PHX-Admins should be able to manage all resources in the us

phoenix-1 region only and not any other OCI regions. What IAM policy syntax is required to restrict PHX-Admins to manage OCI

resources in the us-phoenix-1 region only? (Choose the best answer.)

Options: 
A- Allow group PHX-Admins to manage all-resources in tenancy where re-guest.target='us-phoenix-1'



B- Allow group PHX-Admins to manage all-resources in tenancy where re-guest.permission= 'us-phoenix-1'

C- Allow group PHX-Admins to manage all-resources in tenancy where re-guest.region='us-phoenix-1'

D- Allow group PHX-Admins to manage all-resources in tenancy where re-guest.location='us-phoenix-1'

Answer: 
C
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