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Question 1
Question Type: MultipleChoice

An engineer enabled SSL decryption for Cisco Umbrella intelligent proxy and needs to ensure that traffic is inspected without alerting

end-users.

Options: 
A- Upload the organization root CA to the Umbrella admin portal

B- Modify the user's browser settings to suppress errors from Umbrella.

C- Restrict access to only websites with trusted third-party signed certificates.

D- Import the Umbrella root CA into the trusted root store on the user's device.

Answer: 
A

Question 2
Question Type: MultipleChoice



Which metric is used by the monitoring agent to collect and output packet loss and jitter information?

Options: 
A- WSAv performance

B- AVC performance

C- OTCP performance

D- RTP performance

Answer: 
B

Question 3
Question Type: MultipleChoice

Which Cisco solution extends network visibility, threat detection, and analytics to public cloud environments?



Options: 
A- Cisco Umbrella

B- Cisco Stealthwatch Cloud

C- Cisco Appdynamics

D- Cisco CloudLock

Answer: 
B

Question 4
Question Type: MultipleChoice

When a Cisco WSA checks a web request, what occurs if it is unable to match a user-defined policy?

Options: 
A- It blocks the request.



B- It applies the global policy.

C- It applies the next identification profile policy.

D- It applies the advanced policy.

Answer: 
B

Question 5
Question Type: MultipleChoice

A network security engineer must export packet captures from the Cisco FMC web browser while troubleshooting an issue. When

navigating to the address Error! Hyperlink reference not valid. IP>/capure/CAPI/pcap/test.pcap, an error 403: Forbidden is given instead

of the PCAP file. Which action must the engineer take to resolve this issue?

Options: 
A- Disable the proxy setting on the browser

B- Disable the HTTPS server and use HTTP instead



C- Use the Cisco FTD IP address as the proxy server setting on the browser

D- Enable the HTTPS server for the device platform policy

Answer: 
D

Question 6
Question Type: MultipleChoice

An engineer integrates Cisco FMC and Cisco ISE using pxGrid Which role is assigned for Cisco FMC?

Options: 
A- client

B- server

C- controller

D- publisher



Answer: 
D

Question 7
Question Type: MultipleChoice

How does a cloud access security broker function?

Options: 
A- It is an authentication broker to enable single sign-on and multi-factor authentication for a cloud solution

B- lt integrates with other cloud solutions via APIs and monitors and creates incidents based on events from the cloud solution

C- It acts as a security information and event management solution and receives syslog from other cloud solutions.

D- It scans other cloud solutions being used within the network and identifies vulnerabilities

Answer: 
B
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