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Question 1
Question Type: MultipleChoice

Which term describes any situation where the cloud consumer does

not manage any of the underlying hardware or virtual machines?

Options: 
A- Serverless computing

B- Virtual machineless

C- Abstraction

D- Container

E- Provider managed

Answer: 
A

Question 2



Question Type: MultipleChoice

In the cloud provider and consumer relationship, which entity

manages the virtual or abstracted infrastructure?

Options: 
A- Only the cloud consumer

B- Only the cloud provider

C- Both the cloud provider and consumer

D- It is determined in the agreement between the entities

E- It is outsourced as per the entity agreement

Answer: 
C

Question 3
Question Type: MultipleChoice



What are the encryption options available for SaaS consumers?

Options: 
A- Any encryption option that is available for volume storage, object storage, or PaaS

B- Provider-managed and (sometimes) proxy encryption

C- Client/application and file/folder encryption

D- Object encryption Volume storage encryption

Answer: 
B

Question 4
Question Type: MultipleChoice

What can be implemented to help with account granularity and limit

blast radius with laaS an PaaS?



Options: 
A- Configuring secondary authentication

B- Establishing multiple accounts

C- Maintaining tight control of the primary account holder credentials

D- Implementing least privilege accounts

E- Configuring role-based authentication

Answer: 
B

Question 5
Question Type: MultipleChoice

What is a core tenant of risk management?

Options: 



A- The provider is accountable for all risk management.

B- You can manage, transfer, accept, or avoid risks.

C- The consumers are completely responsible for all risk.

D- If there is still residual risk after assessments and controls are in

place, you must accept the risk.

E- Risk insurance covers all financial losses, including loss of

customers.

Answer: 
B

Question 6
Question Type: MultipleChoice

Which of the following statements best describes an identity

federation?

Options: 



A- A library of data definitions

B- A group of entities which have decided to exist together in a single

cloud

C- Identities which share similar attributes

D- Several countries which have agreed to define their identities with

similar attributes

E- The connection of one identity repository to another

Answer: 
E

Question 7
Question Type: MultipleChoice

CCM: Cloud Controls Matrix (CCM) is a completely independent cloud

assessment toolkit that does not map any existing standards.

Options: 



A- True

B- False

Answer: 
B
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