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Question 1

Question Type: MultipleChoice

Which access control model does SELinux use?

Options:

A) RBAC
B) DAC
C) MAC
D) ABAC

Answer:

C

Question 2

Question Type: MultipleChoice




What does cyber attribution identity in an investigation?

Options:

A) cause of an attack
B) exploit of an attack
C) vulnerabilities exploited

D) threat actors of an attack

Answer:

Question 3

Question Type: MultipleChoice

How is NetFlow different than traffic mirroring?



Options:

A) NetFlow collects metadata and traffic mirroring clones data
B) Traffic mirroring impacts switch performance and NetFlow does not
C) Traffic mirroring costs less to operate than NetFlow

D) NetFlow generates more data than traffic mirroring

Answer:

A

Question 4

Question Type: MultipleChoice

Which incidence response step includes identifying all hosts affected by an attack'?

Options:

A) post-incident activity



B) detection and analysis
C) containment eradication and recovery

D) preparation

Answer:

A

Question 5

Question Type: MultipleChoice

What do the Security Intelligence Events within the FMC allow an administrator to do?

Options:

A) See if a host is connecting to a known-bad domain.
B) Check for host-to-server traffic within your network.
C) View any malicious files that a host has downloaded.

D) Verify host-to-host traffic within your network.



Answer:

Question 6

Question Type: MultipleChoice

What does cyber attribution identity in an investigation?

Options:

A) cause of an attack
B) exploit of an attack
C) vulnerabilities exploited

D) threat actors of an attack

Answer:

D



Question 7

Question Type: MultipleChoice

At a company party a guest asks

How is this type of conversation classified?

Options:

A) Phishing attack
B) Password Revelation Strategy
C) Piggybacking

D) Social Engineering

Answer:

B
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