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Question 1
Question Type: MultipleChoice

How does the Cisco WSA choose which scanning engine verdict to use when there is more than one verdict?

Options: 
A- based on the least restrictive verdict

B- based on the most restrictive verdict

C- based on the first verdict returned

D- based on the last verdict returned

Answer: 
B

Explanation: 

https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/ b_WSA_UserGuide_chapter_010000.html

https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/


Question 2
Question Type: MultipleChoice

Which two caches must be cleared on a Cisco WSA to resolve an issue in processing requests? (Choose two.)

Options: 
A- authentication cache

B- application cache

C- logging cache

D- DNS cache

E- HTTP cache

Answer: 
A, D

Explanation: 

https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118259-technote- wsa-00.html

https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118259-technote


Question 3
Question Type: MultipleChoice

Which command is used to flush a single user from authentication memory?

Options: 
A- isedata

B- authcache

C- diagnostic

D- clear

Answer: 
B

Explanation: 



https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118259-technote- wsa-00.html

Question 4
Question Type: DragDrop

Drag and drop the actions from the left into the correct order on the right in which they occur as an HTTPS session passes through the

Cisco WSA.

https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118259-technote


Answer: 

Question 5
Question Type: MultipleChoice

Which certificate format does a Cisco WSA need when HTTPS proxy is configured?

Options: 
A- DER

B- CER

C- PEM

D- CRL

Answer: 
C



Explanation: 

https://community.cisco.com/t5/security-documents/wsa-training-series-how-to-configure-the-https- proxy-on-the/ta-p/3148673

Question 6
Question Type: MultipleChoice

What must be configured first when creating an access policy that matches the Active Directory group?

Options: 
A- authentication, authorization, and accounting of groups

B- FQDN specification

C- authentication realm

D- authorized groups specification

Answer: 

https://community.cisco.com/t5/security-documents/wsa-training-series-how-to-configure-the-https-


C

Explanation: 

https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118005-configure- ntlm-00.html

Question 7
Question Type: MultipleChoice

Which two types of reports are scheduled on the Cisco WSA to analyze traffic? (Choose two.)

Options: 
A- Layer 3 traffic monitor

B- URL categories

C- host statistics

D- application visibility

https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118005-configure


E- system capacity

Answer: 
A, D

Explanation: 

https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/ b_WSA_UserGuide_chapter_010101.pdf

(8)

Question 8
Question Type: MultipleChoice

A user browses to a company website that is categorized as ''Business and Industry'' and contains a Facebook post. The user cannot

see the Facebook post because the category ''Social Networking'' is blocked.

Which configuration allows the user to see the Facebook post?

A)

https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/


B)

C)



D)

Options: 
A- Option A



B- Option B

C- Option C

D- Option D

Answer: 
A

Explanation: 

https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-7/user_guide/

b_WSA_UserGuide_11_7/b_WSA_UserGuide_11_7_chapter_01001.html

Question 9
Question Type: MultipleChoice

Which statement about Cisco Advanced Web Security Reporting integration is true?

https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-7/user_guide/
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-7/user_guide/


Options: 
A- AWSR uses IP addresses to differentiate Cisco WSA deployments

B- AWSR does not require a license to index data

C- AWSR can remove log files after they are indexed

D- AWSR installation is CLI-based on Windows and Red Hat Linux systems

Answer: 
D

Explanation: 

https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/

WSA_Advanced_Reporting_7/Advanced_Web_Security_Reporting_7_0.pdf

Question 10
Question Type: MultipleChoice

Which two sources provide data to Cisco Advanced Web Security Reporting to create dashboards? (Choose

https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/
https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/


two.)

Options: 
A- Cisco WSA devices

B- Cisco ISE

C- Cisco ASAv

D- Cisco Security MARS

E- Cisco Cloud Web Security gateways

Answer: 
A, E

Explanation: 

https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/

WSA_Advanced_Reporting_6/Advanced_Web_Security_Reporting_6_1.pdf

Question 11

https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/
https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/


Question Type: MultipleChoice

By default, which two pieces of information does the Cisco WSA access log contain? (Choose two.)

Options: 
A- HTTP Request Code

B- Content Type

C- Client IP Address

D- User Agent

E- Transaction ID

Answer: 
A, C
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