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Question 1
Question Type: MultipleChoice

Which of the following tools is a wireless sniffer and analyzer that works on the Windows operating system?

Options: 
A- Aeropeek

B- Kismet

C- Airsnort

D- Void11

Answer: 
A

Question 2
Question Type: MultipleChoice



Which of the following is NOT a Back orifice plug-in?

Options: 
A- BOSOCK32

B- STCPIO

C- BOPeep

D- Beast

Answer: 
D

Question 3
Question Type: MultipleChoice

Which of the following TCSEC classes defines verified protection?



Options: 
A- Class B

B- Class D

C- Class A

D- Class C

Answer: 
C

Question 4
Question Type: MultipleChoice

Which of the following ports is used for NetBIOS null sessions?

Options: 
A- 130



B- 139

C- 143

D- 131

Answer: 
B

Question 5
Question Type: MultipleChoice

Which of the following event logs contains traces of brute force attempts performed by an attacker?

Options: 
A- SysEvent.Evt

B- WinEvent.Evt

C- AppEvent.Evt

D- SecEvent.Evt



Answer: 
D

Question 6
Question Type: MultipleChoice

Which of the following statements about Fport is true?

Options: 
A- It works as a process viewer.

B- It works as a datapipe on Windows.

C- It works as a datapipe on Linux.

D- It is a source port forwarder/redirector.

Answer: 
A



Question 7
Question Type: MultipleChoice

Which of the following layers of TCP/IP model is used to move packets between the Internet Layer interfaces of two different hosts on

the same link?

Options: 
A- Internet layer

B- Application layer

C- Transport Layer

D- Link layer

Answer: 
D

Question 8
Question Type: MultipleChoice



Which of the following penetration testing phases involves gathering data from whois, DNS, and network scanning, which helps in

mapping a target network and provides valuable information regarding the operating system and applications running on the systems?

Options: 
A- Post-attack phase

B- Attack phase

C- On-attack phase

D- Pre-attack phase

Answer: 
D

Question 9
Question Type: MultipleChoice

Which of the following tools allow you to perform HTTP tunneling?

Each correct answer represents a complete solution. Choose all that apply.



Options: 
A- BackStealth

B- HTTPort

C- Tunneled

D- Nikto

Answer: 
A, B, C
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