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Question 1
Question Type: MultipleChoice

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-secure.com. He

wants to perform a stealth scan to discover open ports and applications running on the We-are-secure server. For this purpose, he

wants to initiate scanning with the IP address of any third party. Which of the following scanning techniques will John use to accomplish

his task?

Options: 
A- TCP SYN/ACK

B- IDLE

C- UDP

D- RPC

Answer: 
B

Question 2



Question Type: MultipleChoice

Copper cabling comes under the _______ layer of the OSI model.

Options: 
A- Physical

B- Session

C- Network

D- Application

Answer: 
A

Question 3
Question Type: MultipleChoice

The 802.11b wireless standard has a data transfer speed of up to ________.



Options: 
A- 11Mbps

B- 110Mbps

C- 54Mbps

D- 56Mbps

Answer: 
A

Question 4
Question Type: MultipleChoice

How many voice channels are available in a T2 line?

Options: 
A- 1



B- 10

C- 24

D- 34

Answer: 
C

Question 5
Question Type: MultipleChoice

What are packet sniffers?

Options: 
A- Packet sniffers test package security.

B- Packet sniffers capture the packages as they cross the network.

C- Packet sniffers encrypt the packages as they cross the network.

D- Packet sniffers test the packages to verify data integrity.



Answer: 
B

Question 6
Question Type: MultipleChoice

The _______ protocol allows applications to communicate across a network in a way designed to prevent eavesdropping and message

forgery.

Options: 
A- PPP

B- TCP

C- EAP

D- TLS

Answer: 
D



Question 7
Question Type: MultipleChoice

The TCP/IP protocol suite uses ____ to identify which service a certain packet is destined for.

Options: 
A- MAC addresses

B- Port numbers

C- Subnet masks

D- IP addresses

Answer: 
B

Question 8
Question Type: MultipleChoice



Which term best describes an e-mail that contains incorrect and misleading information or warnings about viruses?

Options: 
A- Hoax

B- Spam

C- Trojan horse

D- Virus

E- Rlogin

F- Blowfish

Answer: 
A

Question 9
Question Type: MultipleChoice

Which of the following port numbers is used by the HTTPS protocol for secure Web transmission?



Options: 
A- 8080

B- 21

C- 110

D- 443

E- 80

F- 25

Answer: 
D

Question 10
Question Type: MultipleChoice

What does TACACS stand for?



Options: 
A- Terminal Authorized Control Access Cyber System

B- Terminal Adapter Controlling Access Control System

C- Terminal Access Controller Access Control System

D- Transfer Access Controller Auto Control System

Answer: 
C
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