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Question 1

Question Type: MultipleChoice

What is a characteristic of a sensitivity label in Microsoft 3657?

Options:

A- persistent
B- encrypted

C- restricted to predefined categories

Answer:

B

Question 2

Question Type: MultipleChoice

You need to connect to an Azure virtual machine by using Azure Bastion. What should you use?



Options:

A- an SSH client
B- PowerShell remoting
C- the Azure portal

D- the Remote Desktop Connection client

Answer:

D

Question 3

Question Type: MultipleChoice

Which service includes the Attack simul-ation training feature?

Options:




A- Microsoft Defender for Cloud Apps
B- Microsoft Defender for Office 365
C- Microsoft Defender for Identity

D- Microsoft Defender for SQL

Answer:

B

Question 4

Question Type: MultipleChoice

Which two cards are available in the Microsoft 365 Defender portal? Each correct answer presents a complete solution. NOTE: Each
correct selection is worth one point.

Options:

A- Users at risk

B- Compliance Score



C- Devices at risk
D- Service Health

E- User Management

Answer:

B, C

Question 5

Question Type: MultipleChoice

Microsoft 365 Endpoint data loss prevention (Endpoint DLP) can be used on which operating systems?

Options:

A- Windows 10 and iOS only

B- Windows 10 and Android only
C- Windows 10, Android, and iOS
D- Windows 10 only



Answer:

Question 6

Question Type: MultipleChoice

What should you use to ensure that the members of an Azure Active Directory group use multi-factor authentication (MFA) when they
sign in?

Options:

A- Azure Active Directory (Azure AD) Identity Protection
B- a conditional access policy
C- Azure role-based access control (Azure RBAC)

D- Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Answer:

B



Explanation:

The recommended way to enable and use Azure AD Multi-Factor Authentication is with Conditional Access policies. Conditional Access
lets you create and define policies that react to sign-in events and that request additional actions before a user is granted access to an
application or service.

Question 7

Question Type: MultipleChoice

Which compliance feature should you use to identify documents that are employee resumes?

Options:

A- pre-trained classifiers
B- Content explorer
C- Activity explorer

D- eDiscovery



Answer:

Question 8

Question Type: MultipleChoice

Which three statements accurately describe the guiding principles of Zero Trust? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

Options:

A- Define the perimeter by physical locations.

B- Use identity as the primary security boundary.

C- Always verity the permissions of a user explicitly.

D- Always assume that the user system can be breached.

E- Use the network as the primary security boundary.



Answer:

B,C,D

Explanation:

https://docs.microsoft.com/en-us/security/zero-trust/


https://docs.microsoft.com/en-us/security/zero-trust/
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