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Question 1
Question Type: MultipleChoice

Which of the following types of attack is a vulnerability of DH?

Options: 
A- Man-in-the-middle

B- IP Spoofing

C- IP Sequencing

D- Impersonation

E- Masquerading

Answer: 
A

Question 2
Question Type: MultipleChoice



Which of the following numbers are Non-Prime Numbers?

Options: 
A- 23

B- 2

C- 24

D- 39

E- 17

Answer: 
C, D

Question 3
Question Type: MultipleChoice

If a user has lost their SecurID token, and still requires access to the network, what can the user do to continue network?



Options: 
A- Delete the token record

B- Disable the token record

C- Use one-time passwords

D- Use the community token

E- Use default authentication

Answer: 
C

Question 4
Question Type: MultipleChoice

What are the three main causes of False Non-matches in biometric systems?

Options: 



A- Alteration of the authentication system

B- Alteration of the identification system

C- Alteration of the environment

D- Alteration of the biometric data

E- Alteration of the presentation of the biometric data

F- Alteration of the classification system

Answer: 
C, D, E

Question 5
Question Type: MultipleChoice

Which of the following best describes authentication?

Options: 
A- Any process or system that is used to determine what a user is allowed to do.



B- Any process or system that keeps information secret or private.

C- Any process or system by which a user can be recognized.

D- Any process or system by which a user can prove and verify specific information.

E- Any process or system in place to provide assurance of message delivery.

Answer: 
D

Question 6
Question Type: MultipleChoice

If you configure four laptops in your network to use the same SSID, and you have no access point in use, what type of WLAN did you

make?

Options: 
A- Hierarchical

B- Ad Hoc



C- Mesh

D- Broadcast

E- Infrastructure

Answer: 
B

Question 7
Question Type: MultipleChoice

What are the two types of microwave transmissions used in commercial wireless networking?

Options: 
A- Terrestrial

B- Line of sight

C- Diffused

D- Integrated



E- Satellite

Answer: 
A, E

Question 8
Question Type: MultipleChoice

You have just installed CATool on your computer, with IP Address 10.0.10.23. What is the default URL you use to access and request

certificates from this CA?

Options: 
A- http://10.0.10.23/catool

B- http://10.0.10.23:10000

C- http://10.0.10.23/cgi-bin/catool

D- http://10.0.10.23/catool/request

E- http://10.0.10.23/certsrv



Answer: 
C

Question 9
Question Type: MultipleChoice

You are configuring your new biometric device, and are working in SecureSuite. What system are you implementing?

Options: 
A- Customized EAP system

B- Biolink U-Match

C- Anovea Authentication

D- Panasonic Authenticam

E- Windows 2000 (advanced option)

Answer: 
D



Question 10
Question Type: MultipleChoice

If you had a cipher that used a unique key every time you encoded text, what would you be using?

Options: 
A- A block cipher

B- A One-time pad

C- A stream cipher

D- An asymmetric cipher

E- A symmetric cipher

Answer: 
B

Question 11
Question Type: MultipleChoice



When performing a forensic investigation, what must be done throughout the investigation?

Options: 
A- Proper documentation of each step taken

B- Check for reference material for each step taken

C- Verify that international standards are followed for each step taken

D- Duplicate every step taken for accuracy

E- Remove suspect computers, and bring them to your lab

Answer: 
A

Question 12
Question Type: MultipleChoice

When performing cryptanalysis, often the analyst will use linguistic patterns. What is a trigram?



Options: 
A- A three-letter word

B- Three letters that are next to each other in alphabetic order

C- Three letters whose letter place in the alphabet adds up to an odd value

D- A three-letter combination

E- A two-letter combination

Answer: 
D
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