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Question 1
Question Type: MultipleChoice

You are examining the Event IDs in your Windows 2000 network. There have been a large number of failed attempts at logon in the

network. What is the Event ID for a failed attempt at Logon due to an account being disabled?

Options: 
A- 107

B- 230

C- 374

D- 413

E- 531

Answer: 
E

Question 2



Question Type: MultipleChoice

You are examining the Event IDs in your Windows 2000 network. There have been a large number of failed attempts at logon in the

network. What is the Event ID for a failed attempt at Logon due to an unknown username or bad password?

Options: 
A- 412

B- 529

C- 675

D- 749

E- 855

Answer: 
B

Question 3
Question Type: MultipleChoice



You are going to implement the Gold Standard on your Windows 2000 computer. Which of the following are the correct settings of the

Gold Standard?

Options: 
A- Password History 0

B- Maximum Password Age 42

C- Minimum Password Length 8

D- Maximum Password Age 90

E- Password History 24

F- Minimum Password Length 0

Answer: 
C, D, E

Question 4
Question Type: MultipleChoice



What do LM, NTLM, and NTLMv2 use as their Authentication method?

Options: 
A- Challenge/Response

B- Public Key Cryptography

C- Private Key Cryptography

D- Private Certificates

E- Public Certificates

Answer: 
A

Question 5
Question Type: MultipleChoice

You run an enterprise network for a large company. There are a few isolated branches in the company, that do not connect to the main

network. You wish to increase the security of those branches by implementing NTLMv2. Since, those branches are in areas of the world

where United States Export Restrictions are not met, what mode will NTLMv2 be installed in?



Options: 
A- 512-bit mode

B- 256-bit mode

C- 128-bit mode

D- 64-bit mode

E- 56-bit mode

Answer: 
E

Question 6
Question Type: MultipleChoice

You are planning the new authentication system for your Windows 2000 network. What are the authentication methods available to you

in your pure Windows 2000 network?



Options: 
A- Kerberos

B- NTLM

C- NTLMv2

D- Smart Cards

E- IPSec

Answer: 
A, B, C, D

Question 7
Question Type: MultipleChoice

In Windows NT 4.0, before Service Pack 4 (SP4), there were only two supported methods of authentication. What were those two

methods?

Options: 



A- NetBIOS

B- LM

C- NTLM

D- NTLMv2

E- Kerberos

Answer: 
B, C

Question 8
Question Type: MultipleChoice

What of the following user accounts are given the correct default User Identifier and Group Identifier, assuming the system is running

Red Hat Linux?

Options: 
A- ftp: User Identifier 21, Group Identifier 21



B- root: User Identifier 0, Group Identifier 0

C- bin: User Identifier 1, Group Identifier 1

D- adm: User Identifier 3, Group Identifier 3

E- mail: User Identifier 25, Group Identifier 25

Answer: 
B, C, D
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