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Question 1
Question Type: MultipleChoice

The security policy mandates that only controller web management traffic is

allowed from the IT subnet. In testing, an engineer is trying to connect to a

WLAN with Web Authentication for guest users, but the page is timing out on

the wireless client browser. What is the cause of this issue?

Options: 
A- Web Authentication Redirect is supported only with Internet Explorer, and the client is using Google Chrome.

B- The DNS server that is configured on the controller is incorrect

C- Web Authentication Redirect is not supported with CPUACLS. QUE

D- The implemented CPU ACL on the controller is blocking HTTP/HTTPS traffic from the guest clients.

Answer: 
D



Question 2
Question Type: MultipleChoice

An engineer wants to upgrade the APs in a Cisco FlexConnect group. To

accomplish this upgrade, the FlexConnect AP Upgrade setting will be used

One AP of each model with the lowest MAC address in the group must receive the upgrade directly from the controller. Which action

accomplishes this direct upgrade?

Options: 
A- Reboot all APs before the upgrade.

B- Remove the APs from the group

C- Do not set any master APs. 9 0

D- Allocate the master APs to different groups

Answer: 
D



Question 3
Question Type: MultipleChoice

In a Cisco WLAN deployment, it is required that all APs from branch 1 remain operational even if the control plane CAPWAP tunnel is

down because of a

WAN failure to headquarters. Which operational mode must be configured on the APs?

Options: 
A- Disconnected

B- Connected

C- Lightweight

D- Standalone

Answer: 
D

Question 4



Question Type: MultipleChoice

A healthcare organization notices many rogue APs and is concerned about a honeypot attack. Which configuration must a wireless

network engineer

perform in Cisco Prime Infrastructure to prevent these attacks most efficiently upon detection?

Options: 
A- Set the auto containment level to 0 and select the Ad Hoc Rogue AP containment option.

B- Set the auto containment level to 0 and select the Using Our SSID containment option

C- Set the manual containment level to 4 and select the Ad Hoc Rogue AP containment option.

D- Set the auto containment level to 4 and select the Using Our SSID containment option.

Answer: 
C

Question 5
Question Type: MultipleChoice



Refer to the exhibit.

An engineer must restrict some subnets to have access to the WLC. When the CPU ACL function is enabled. No ACLs in the drop-down

list are seen. What is the cause of the problem?

Options: 
A- The ACL does not have a rule that is specified to the Management interface.

B- No ACLs have been created under the Access Control List tab.

C- When the ACL is created, it must be specified that it is a CPU ACL.

D- This configuration must be performed through the CLI and not though the web GUI

Answer: 
A



Question 6
Question Type: MultipleChoice



Refer to the exhibit. Which are indicates the greatest impact on the wireless network when viewing the Cisco CleanAir Zone of Impact

map of interferers?



Options: 
A- A

B- B

C- C

D- D

Answer: 
D
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