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Question 1
Question Type: MultipleChoice

An organization is seeing a new malicious process that has not been seen before.

Which tool can be used to block this process?

Options: 
A- Policy rules

B- Malware Removal

C- Certificate banned list

D- Live Response

Answer: 
A

Question 2
Question Type: MultipleChoice



Which scenario would qualify for the "Local White" Reputation?

Options: 
A- The file was added as an IT took

B- The file was signed using a trusted certificate.

C- The hash was not on any known good or known bad lists, AND the file is signed.

D- The hash was previously analyzed, AND it is not on any known good or bad lists.

Answer: 
A

Question 3
Question Type: MultipleChoice

An administrator is reviewing how event data is categorized and identified in VMware Carbon Black Cloud.

Which method is used?



Options: 
A- By Unique Process ID

B- By Process Name

C- By Unique Event ID

D- By Event Name

Answer: 
C

Question 4
Question Type: MultipleChoice

A security administrator is tasked to enable Live Response on all endpoints in a specific policy.

What is the correct path to configure the required sensor policy setting?

Options: 



A- Enforce > Policy > Policies > Sensor

B- Policies > Policy > Sensor > Enforce

C- Policies > Enforce > Policy > Sensor

D- Enforce > Policies > Policy > Sensor

Answer: 
A

Question 5
Question Type: MultipleChoice

Which port does the VMware Carbon Black sensor use to communicate to VMware Carbon Black Cloud?

Options: 
A- 443

B- 80

C- 8443



D- 22

Answer: 
A

Question 6
Question Type: MultipleChoice

An administrator wants to block ransomware in the organization based on leadership's growing concern about ransomware attacks in

their industry.

What is the most effective way to meet this goal?

Options: 
A- Look at current attacks to see if the software that is running is vulnerable to potential ransomware attacks.

B- Turn on the performs ransomware-like behavior rule in the policies.

C- Recognize that analytics will automatically block the attacks that may occur.

D- Start in the monitored policy until it is clear that no attacks are happening.



Answer: 
B

Question 7
Question Type: MultipleChoice

In which tab of the VMware Carbon Black Cloud interface can sensor status details be found?

Options: 
A- Enforce > Policies

B- Inventory > Sensors

C- Inventory > Endpoints

D- Inventory > Sensor groups

Answer: 
C



Question 8
Question Type: MultipleChoice

An administrator notices that a sensor's local AV signatures are out-of-date.

What effect does this have on newly discovered files?

Options: 
A- The reputation is determined by cloud reputation.

B- The sensor prompts the end user to allow or deny the file.

C- The sensor automatically blocks the new file.

D- The sensor is unable to block a malicious file.

Answer: 
A

Question 9
Question Type: MultipleChoice



An administrator wants to prevent ransomware that has not been seen before, without blocking other processes.

Which rule should be used?

Options: 
A- [Adware or PUP] [Scrapes memory of another process] [Deny operation]

B- [Not listed application] [Performs ransomware-like behavior] [Terminate process

C- [Unknown malware] [Runs or is running] [Terminate process]

D- [Not listed application] [Runs or is running] [Terminate process]

Answer: 
B
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