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Question 1
Question Type: MultipleChoice

If user is using anti-DDOS Pro service, but the original server has rule to limit access

to the client IPs, which of the following actions is the most proper one to take?

Options: 
A- enable CDN and change anti-DDOS pro IP to CDN address

B- add anti-DDOS pro IP into customer firewall white list

C- disable original server firewall

D- enable SLB for original server

Answer: 
B

Question 2
Question Type: MultipleChoice



Which of the following steps is not a valid step for using anti-DDOS pro?

Options: 
A- configure to be protected domain name

B- add new DNS record

C- change source IP

D- if original server is using its own firewall, then need to add Anti-DDOS pro IP to its white

list

E- bind real customer identity to anti-DDOS pro IP

Answer: 
E

Question 3
Question Type: MultipleChoice

Which of the following methods can't be used against CC attack?



Options: 
A- use WAF

B- change HTTP service to HTTPS service

C- resolve domain name to a disguised IP

D- change the service providing port

Answer: 
B

Question 4
Question Type: MultipleChoice

Which of the following options could NOT be the reason that causes website

tampering

Options: 



A- Share password between different users

B- Botnet attack

C- system vulnerability is not fixed in time

D- Wrong security configuration

Answer: 
B

Question 5
Question Type: MultipleChoice

Which of the following statements about WAF data risk control feature is NOT true?

Options: 
A- this feature can only used for single page, can't be used to protect the whole domain

name

B- WAF need to inject JavaScript piece into all pages under the same protected domain

name to decide if the client side is worth to trust



C- direct access URL protected by this feature will have slider verification pop out

D- this feature is not suitable for scenario needs to call API directly

Answer: 
A

Question 6
Question Type: MultipleChoice

When 'Server Guard' detects remote logon behavior, what information will be

shown on 'Server Guard' console?

Options: 
A- Illegal Logon!

B- Migrated Already!

C- Logon Successfully!



D- Remote Logon Detected!

Answer: 
D

Question 7
Question Type: MultipleChoice

Which of the following scenarios is the one that 'Server Guard' will support for brute force

password hacking detection?

Options: 
A- RDS remote connection

B- ECS server remote logon or inside DB remote logon

C- Windows shared directory access

D- Linux CRM application remote logon



Answer: 
B

Question 8
Question Type: MultipleChoice

CC attacks can cause serious damages. Which of the following statements about CC attack is

not correct?

Score 2

Options: 
A- CC attack will simulate real user requests

B- Will consume massive sever side resource

C- CC attack is done on network layer

D- The request generated by CC attack is hard to be distinguished from normal requests

Answer: 



C
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