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Question 1
Question Type: MultipleChoice

During examination of Internet history records, the following string occurs within a Unique Resource Locator (URL):

What type of attack does this indicate?

Options: 
A) Directory traversal

B) Structured Query Language (SQL) injection

C) Cross-Site Scripting (XSS)

D) Shellcode injection

Answer: 
C

Question 2
Question Type: MultipleChoice



A user downloads a file from the Internet, then applies the Secure Hash Algorithm 3 (SHA-3) to it. Which of the following is the MOST

likely reason for doing so?

Options: 
A) It verifies the integrity of the file.

B) It checks the file for malware.

C) It ensures the entire file downloaded.

D) It encrypts the entire file.

Answer: 
A

Explanation: 

https://blog.logsign.com/how-to-check-the-integrity-of-a-file/

Question 3

https://blog.logsign.com/how-to-check-the-integrity-of-a-file/


Question Type: MultipleChoice

Why are mobile devices sometimes difficult to investigate in a forensic examination?

Options: 
A) There are no forensic tools available for examination.

B) They may have proprietary software installed to protect them.

C) They have password-based security at logon.

D) They may contain cryptographic protection.

Answer: 
B

Question 4
Question Type: MultipleChoice

Which of the following is the GREATEST security risk associated with the use of identity as a service (IDaaS) when an organization is

developing its own software?



Options: 
A) Increased likelihood of confidentiality breach

B) Denial of access due to reduced availability

C) Security Assertion Markup Language (SAML) integration

D) Incompatibility with Federated Identity Management (FIM)

Answer: 
A

Question 5
Question Type: MultipleChoice

Which of the following is a method of attacking internet protocol (IP) v6 Layer 3 and Layer 4?

Options: 



A) Internet Control Message Protocol (ICMP) flooding

B) Media Access Control (MAC) flooding

C) Domain Name Server (DNS) cache poisoning

D) Synchronize sequence numbers (SYN) flooding

Answer: 
D

Question 6
Question Type: MultipleChoice

Which of the following should be included a hardware retention policy?

Options: 
A) A plan to retain date required only for business purposes and a retention schedule

B) Retention of all sensitive data on media and hardware

C) The use of encryption technology to encrypt sensitive data prior to retention



D) Retention of data for only one week and outsourcing the retention to a third-party vendor

Answer: 
C

Question 7
Question Type: MultipleChoice

Which of the following is strategy of grouping requirements in developing a security Test and Evaluation (ST&E)?

Options: 
A) Standards, policies, and procedures

B) Documentation, observation, and manual

C) Tactical, strategic, and financial

D) Management, operational, and technical

Answer: 



D

Question 8
Question Type: MultipleChoice

What balance MUST be considered when web application developers determine how information application error message should be

constructed?

Options: 
A) Risk versus benefit

B) Availability versus auditability

C) Performance versus user satisfaction

D) Confidentially versus integrity

Answer: 
D
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