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Question 1
Question Type: MultipleChoice

A DevOps engineer wants to further secure the login mechanism to a website from IoT gateways. Which of the following is the BEST

method the engineer should implement?

Options: 
A- Require that passwords contain alphanumeric characters

B- Require two-factor or multifactor authentication

C- Require that passwords cannot include special characters

D- Require that passwords be changed periodically

Answer: 
B

Question 2
Question Type: MultipleChoice



The network administrator for an organization has read several recent articles stating that replay attacks are on the rise. Which of the

following secure protocols could the administrator implement to prevent replay attacks via remote workers' VPNs? (Choose three.)

Options: 
A- Internet Protocol Security (IPSec)

B- Enhanced Interior Gateway Routing Protocol (EIGRP)

C- Password Authentication Protocol (PAP)

D- Challenge Handshake Authentication Protocol (CHAP)

E- Simple Network Management Protocol (SNMP)

F- Layer 2 Tunneling Protocol (L2TP)

G- Interior Gateway Routing Protocol (IGRP)

Answer: 
A, D, F

Question 3
Question Type: MultipleChoice



An IoT developer discovers that clients frequently fall victim to phishing attacks. What should the developer do in order to ensure that

customer accounts cannot be accessed even if the customer's password has been compromised?

Options: 
A- Implement two-factor authentication (2FA)

B- Enable Kerberos authentication

C- Implement account lockout policies

D- Implement Secure Lightweight Directory Access Protocol (LDAPS)

Answer: 
A

Question 4
Question Type: MultipleChoice

An IoT integrator wants to deploy an IoT gateway at the Edge and have it connect to the cloud via API. In order to minimize risk, which of

the following actions should the integrator take before integration?



Options: 
A- Write down the default login and password

B- Remove all logins and passwords that may exist

C- Create new credentials using a strong password

D- Reset the IoT gateway to factory defaults

Answer: 
D

Question 5
Question Type: MultipleChoice

A compromised IoT device is initiating random connections to an attacker's server in order to exfiltrate sensitive dat

a. Which type of attack is being used?

Options: 



A- Man-in-the-middle (MITM)

B- SSL session hijack

C- Reverse shell

D- Honeypot

Answer: 
C

Question 6
Question Type: MultipleChoice

A developer is coding for an IoT product in the healthcare sector. What special care must the developer take?

Options: 
A- Make sure the user interface looks polished so that people will pay higher prices.

B- Apply best practices for privacy protection to minimize sensitive data exposure.

C- Rapidly complete the product so that feedback from the market can be realized sooner.



D- Slow down product development in order to obtain FDA approval with the first submission.

Answer: 
B

Question 7
Question Type: MultipleChoice

Which of the following attacks relies on the trust that a website has for a user's browser?

Options: 
A- Phishing

B- SQL Injection (SQLi)

C- Cross-Site Scripting (XSS)

D- Cross-Site Request Forgery (CSRF)

Answer: 



D



To Get Premium Files for ITS-110 Visit
https://www.p2pexams.com/products/its-110

For More Free Questions Visit
https://www.p2pexams.com/certnexus/pdf/its-110

https://www.p2pexams.com/products/ITS-110
https://www.p2pexams.com/certnexus/pdf/its-110

