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Question 1
Question Type: MultipleChoice

Which of the following tools is used for port redirection?

Options: 
A- SubSeven

B- Fpipe

C- NetBus

D- Loki

Answer: 
B

Question 2
Question Type: MultipleChoice



What does TCSEC stand for?

Options: 
A- Trusted Computer System Evaluation Criteria

B- Target Computer System Evaluation Criteria

C- Trusted Computer System Experiment Criteria

D- Trusted Computer System Evaluation Center

Answer: 
A

Question 3
Question Type: MultipleChoice

If a password is seven characters or less, the second half of the LM hash is always

___________________.



Options: 
A- 0xAAD3B4EE

B- 0xAAD3B4FF

C- 0xAAD3B435B51404FF

D- 0xAAD3B435B51404EE

Answer: 
D

Question 4
Question Type: MultipleChoice

Which of the following tools is used for SNMP enumeration?

Options: 
A- SARA



B- Userinfo

C- Getif

D- Enum

Answer: 
C

Question 5
Question Type: MultipleChoice

Which of the following tools can be used to find a username from a SID?

Options: 
A- SNMPENUM

B- SID

C- SID2User

D- SIDENUM



Answer: 
C

Question 6
Question Type: MultipleChoice

Which of the following nmap switches is used to perform NULL scan?

Options: 
A- -sN

B- -sO

C- -sU

D- -sP

Answer: 
A



Question 7
Question Type: MultipleChoice

Which of the following is NOT a valid DNS zone type?

Options: 
A- Stub zone

B- Secondary zone

C- AlterNet zone

D- Primary zone

Answer: 
C

Question 8
Question Type: MultipleChoice



What does APNIC stand for?

Options: 
A- Asia-Pacific Network Information Center

B- American-Pacific Network Information Center

C- American Private Network Information Center

D- Asian Private Network Information Center

Answer: 
A

Question 9
Question Type: MultipleChoice

Which of the following is NOT an example of passive footprinting?



Options: 
A- Scanning ports.

B- Analyzing job requirements.

C- Querying the search engine.

D- Performing the whois query.

Answer: 
A

Question 10
Question Type: MultipleChoice

Which of the following is a Windows-based tool that is used for the detection of wireless LANs using the IEEE 802.11a, 802.11b, and

802.11g standards and also detects wireless networks marking their relative position with a GPS?

Options: 
A- Kismet



B- NetStumbler

C- Ettercap

D- Tcpdump

Answer: 
B

Question 11
Question Type: OrderList

You work as a Network Administrator for Tech Perfect Inc. The company has a Windows Active Directory-based single forest network.

The network comprises five domains. The functional level of the forest is Windows Server 2003. All client computers on the network run

Windows XP Professional.

You are required to configure a DNS zone for the network. You are also required to accomplish the following task:

The zone should be hosted on the DNS server of each domain.

The zone should allow secure updates only.

Choose the steps that you will take to accomplish the task.



Answer: 
Configure the zone as an Active Directory-integrated zoneStore the zone data in the ForestDnsZones applications directory

Question 12
Question Type: MultipleChoice



Adam, a malicious hacker, hides a hacking tool from a system administrator of his company by using Alternate Data Streams (ADS)

feature. Which of the following statements is true in context with the above scenario?

Options: 
A- Adam is using NTFS file system.

B- Alternate Data Streams is a feature of Linux operating system.

C- Adam is using FAT file system.

D- Adam's system runs on Microsoft Windows 98 operating system.

Answer: 
A
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