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Question 1
Question Type: MultipleChoice

Executive management approved the storage of sensitive data on smartphones and tablets as long as they were encrypted. Later a

vulnerability was announced at an information security conference that allowed attackers to bypass the device's authentication process,

making the data accessible. The smartphone manufacturer said it would take six months for the vulnerability to be fixed and distributed

through the cellular carriers. Four months after the vulnerability was announced, an employee lost his tablet and the sensitive

information became public.

What was the failure that led to the information being lost?

Options: 
A- There was no risk acceptance review after the risk changed

B- The employees failed to maintain their devices at the most current software version

C- Vulnerability scans were not done to identify the devices that we at risk

D- Management had not insured against the possibility of the information being lost

Answer: 
A



Question 2
Question Type: MultipleChoice

John is implementing a commercial backup solution for his organization. Which of the following steps should be on the configuration

checklist?

Options: 
A- Enable encryption if it 's not enabled by default

B- Disable software-level encryption to increase speed of transfer

C- Develop a unique encryption scheme

Answer: 
A

Question 3
Question Type: MultipleChoice



Which of the following actions produced the output seen below?

Options: 
A- An access rule was removed from firewallrules.txt

B- An access rule was added to firewallrules2.txt

C- An access rule was added to firewallrules.txt

D- An access rule was removed from firewallrules2.txt

Answer: 
B

Question 4



Question Type: MultipleChoice

Which activity increases the risk of a malware infection?

Options: 
A- Charging a smartphone using a computer USB port

B- Editing webpages with a Linux system

C- Reading email using a plain text email client

D- Online banking in Incognito mode

Answer: 
A

Question 5
Question Type: MultipleChoice

What documentation should be gathered and reviewed for evaluating an Incident Response program?



Options: 
A- Staff member interviews

B- NIST Cybersecurity Framework

C- Policy and Procedures

D- Results from security training assessments

Answer: 
C

Question 6
Question Type: MultipleChoice

Which of the following statements is appropriate in an incident response report?

Options: 
A- There had been a storm on September 27th that may have caused a power surge



B- The registry entry was modified on September 29th at 22:37

C- The attacker may have been able to access the systems due to missing KB2965111

D- The backup process may have failed at 2345 due to lack of available bandwidth

Answer: 
B
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