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Question 1
Question Type: MultipleChoice

Which of the following technologies is used to detect unauthorized attempts to access and manipulate computer systems locally or

through the Internet or an intranet?

Options: 
A- Intrusion detection system (IDS)

B- Demilitarized zone (DMZ)

C- Packet filtering

D- Firewall

Answer: 
A

Question 2
Question Type: MultipleChoice



Which of the following is the process of comparing cryptographic hash functions of system executables and configuration files?

Options: 
A- Reconnaissance

B- File integrity auditing

C- Shoulder surfing

D- Spoofing

Answer: 
B

Question 3
Question Type: MultipleChoice

What is the major difference between a worm and a Trojan horse?



Options: 
A- A worm is self replicating, while a Trojan horse is not.

B- A worm is a form of malicious program, while a Trojan horse is a utility.

C- A Trojan horse is a malicious program, while a worm is an anti-virus software.

D- A worm spreads via e-mail, while a Trojan horse does not.

Answer: 
A

Question 4
Question Type: MultipleChoice

The Incident handling process implemented in an enterprise is responsible to deal with all the incidents regarding the enterprise. Which

of the following procedures will be involved by the preparation phase of the Incident handling process?

Options: 
A- Building up an incident response kit



B- Setting up the initial position after an incident

C- Working with QA to validate security of the enterprise

D- Organizing a solution to remove an incident

Answer: 
A

Question 5
Question Type: MultipleChoice

Which of the following heights of fence deters only casual trespassers?

Options: 
A- 3 to 4 feet

B- 8 feet

C- 2 to 2.5 feet

D- 6 to 7 feet



Answer: 
A

Question 6
Question Type: MultipleChoice

A user has opened a Web site that automatically starts downloading malicious code onto his computer.

What should he do to prevent this?

Each correct answer represents a complete solution. Choose two.

Options: 
A- Disable ActiveX Controls

B- Disable Active Scripting

C- Implement File Integrity Auditing

D- Configure Security Logs

Answer: 



A, B
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