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Question 1
Question Type: MultipleChoice

Which of the following BEST describes a public key cryptography architect?

Options: 
A- A person sends a message that is encrypted by using their private key, and the receiver must also use that private key to decipher

the message.

B- Messages are encrypted into cipher text and then are deciphered upon receipt by using a pair of public keys.

C- Messages are encrypted into cipher text and then are deciphered upon receipt by using a pair of secure private keys.

D- A person sends a message that is encrypted by the use of a public key, and the receiver can decipher the message using their

private key.

Answer: 
C

Question 2



Question Type: MultipleChoice

Which of the following BEST describes the goats of phishing?

1. Update web browser

2. Install risky malware

3. Steal key user data

4. Push new products

Options: 
A- 1 and 2

B- 2 and 3

C- 3 and 4

D- 1 and 4

Answer: 
B



Question 3
Question Type: MultipleChoice

Which of the following BEST describes an example of technical or design dew when designing for defensibility?

Options: 
A- Not prioritizing the set of critical customer feature in the current sprint

B- Not including the addition of security controls in the definition of done

C- Not developing comprehensive documentation and training material

D- Not establishing all the product requirements prior to the first iteration

Answer: 
B

Question 4
Question Type: MultipleChoice



When of the following BEST describes now the security principle of validation of a user's access and actions differ within a DevSecOps

mindset versus a more traditional approach to this principle?

Options: 
A- The ad of validation is at the point of access

B- The act of validation is at the point of request

C- The act of validation is continuous and ongoing

D- The act of validation focuses on credentials.

Answer: 
C

Question 5
Question Type: MultipleChoice

Which of the following BEST describes a responsibility of a security champion?



Options: 
A- Testing

B- inspiration

C- Development

D- Monitoring

Answer: 
B

Question 6
Question Type: MultipleChoice

A. Ensures that customer input into functional requirements is translated into descriptive user stones

Options: 
B- Ensures that the software is designed and written to support integrity and compliance requirements



C- Ensures that the Ague definition of done includes both functional and nonfunctional requirements for value

D- Ensures that architectural residence is built into software design to ensure high availability requirements

Answer: 
B

Question 7
Question Type: MultipleChoice

Which of the following BEST describes an example of an insider threat?

Options: 
A- Non-malicious attackers

B- Other competitors

C- The general public

D- Disgruntled employees



Answer: 
D

Question 8
Question Type: MultipleChoice

Which of the following is BEST described as "how container images are dynamically analyzed before they are deployed"?

Options: 
A- Dynamic application security testing (DAST)

B- Dynamic threat analysis (DTA)

C- interactive application security testing (IAST)

D- Software composition analysis (SCA)

Answer: 
B
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