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Question 1
Question Type: MultipleChoice

Which of the following attacks can Alibaba Cloud Anti-DDoS Basic defend against? (Number of coned answers 4)

Options: 
A- ACK Flood

B- UDP Flood

C- CMP Flood

D- Brute force password cracking

E- SYN Flood

Answer: 
A, B, D, E

Question 2
Question Type: MultipleChoice



Which of the following features are available in Alibaba Cloud Anti-DDoS Premium product? (Number of correct answers: 3)

Options: 
A- SQL injection Attack blocking

B- Web application layer DDoS protection

C- Transport layer DDoS protection

D- Malformed packets filtering

Answer: 
B, C, D

Question 3
Question Type: MultipleChoice

Alibaba Cloud WAF currently supports web security protection for HTTP and HTTPS. Which of the following ports are usually used for

HTTP and HTTPS protocols? (Number of correct answers: 2)



Options: 
A- 80

B- 443

C- 22

D- 21

Answer: 
A, B

Question 4
Question Type: MultipleChoice

Alibaba Cloud ECS instances are common targets of hacker attacks. There are many types of attacks against ECS instances. Which of

the following attacks specifically target the operating system of an ECS instance? (Number of correct answers: 3)

Options: 
A- SQL injection



B- Trojan or Webshell installation

C- Brute force RDP password cracking

D- Brute force SSH password cracking

Answer: 
B, C, D

Question 5
Question Type: MultipleChoice

In which of the following scenarios is Alibaba Cloud Security Center applicable? (Number of correct answers 3)

Options: 
A- Setting up web server to provide web service to public

B- Penetration testing

C- Creating an ECS with generic software

D- Batch server security O&M



E- Network security protection for ad campaigns or other activities

Answer: 
B, D, E

Question 6
Question Type: MultipleChoice

For which of the following protection scenarios is Alibaba Cloud WAF applicable? (Number of correct answers: 5)

Options: 
A- Data leakage prevention

B- Defense against website trojans and tampering

C- Virtual vulnerability patches

D- Protection against malicious CC attacks

E- Brute force cracking protection

F- Protection against SMS refresh and service data crawling



Answer: 
A, B, C, D, E

Question 7
Question Type: MultipleChoice

Alibaba Cloud WAF is a security protection product based on Alibaba Group's web security defense experience accumulated over more

than a decade By defending against common OWASP attacks, providing patches to fix vulnerabilities, and allowing users to customize

protection policies for website services, WAF can successfully safeguard the security and availability of websites and web applications.

Which of the following types of security configurations does WAF provide? (Number of correct answers 3)

Options: 
A- Port access control

B- CC protection

C- Web application attack protection

D- Precision access control

Answer: 



A, B, C

Question 8
Question Type: MultipleChoice

Content Moderation service is useful m a wide variety of scenarios. Which of the following are the *most* suited to Content Moderation's

capabilities? (Number of correct answers 2)

Options: 
A- Deleting porn on a social networking site

B- Detecting spam posts on a forum

C- Detecting faces in images

D- Detecting sensitive customer information such as credit card numbers in uploaded images

Answer: 
A, B
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