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Question 1
Question Type: MultipleChoice

A security administrator is being hired to perform a penetration test of a third-party cloud provider as part of an annual security audit.

Which of the following is the FIRST step that must be performed?

Options: 
A- Attempt known exploits

B- Scan for vulnerabilities

C- Research publicized incidents

D- Get written permission

Answer: 
D

Question 2
Question Type: MultipleChoice



A company has deployed a website which is mirrored at a secondary datacenter. Which of the following should be changed to route

users to the secondary datacenter in case of a primary site failure?

Options: 
A- Virtual address

B- DNS record

C- ARP table

D- Disaster recovery plan

Answer: 
B

Question 3
Question Type: MultipleChoice

Which of the following would be used to advertise a public IP address on redundant WAN circuits?



Options: 
A- BGP

B- UDP

C- OSPF

D- ICMP

Answer: 
A

Question 4
Question Type: MultipleChoice

An administrator deployed a VM that is hosting an internal website. Users report they are unable to access the new website. Which of

the following should the network administrator do to test whether web traffic is being sent and received?

Options: 
A- Browse to any website



B- Ping the VM's IP address

C- Ping the VM's loopback address

D- Telnet to port 80

Answer: 
D

Question 5
Question Type: MultipleChoice

A recently deployed VM is running a Human Resource (HR) application on the HR network. Workstations in the accounting department

can access the Internet and other accounting servers, but are unable to ping the new VM. Which of the following must be enabled for the

accounting department to access this HR application?

Options: 
A- The computers must be granted read rights to the VM.

B- Replace the accounting workgroup switch.



C- VLAN routing should be enabled on the router.

D- Disable port security on the HR workgroup switch.

Answer: 
C

Question 6
Question Type: MultipleChoice

An administrator notices that the mouse does not perform as expected within a VM. Which of the following might improve the

performance of the mouse?

Options: 
A- Install a 64-bit OS within the guest.

B- Enable USB port mapping.

C- Replace the mouse on the host server.

D- Install the virtualization guest software.



Answer: 
D

Question 7
Question Type: MultipleChoice

Which of the following can be used to enable out-of-band management of a Windows-based host?

Options: 
A- IPMI

B- WMI

C- SMTP

D- SNMP

Answer: 
A



Question 8
Question Type: MultipleChoice

A system administrator is planning storage infrastructure to store backup copies of virtual machines that are at least 5GB in size. Which

of the following file systems can be used in this scenario? (Select TWO).

Options: 
A- SMB

B- RAW

C- EXT

D- FAT

E- NTFS

Answer: 
C, E

Question 9



Question Type: MultipleChoice

Which of the following refers to the maximum amount of data that can be lost due to a system failure?

Options: 
A- MTBF

B- RTO

C- MTTR

D- RPO

Answer: 
D

Question 10
Question Type: MultipleChoice

Which of the following would be the FIRST thing to do after determining an upgrade is required for a production application server?



Options: 
A- Perform the upgrade

B- Notify the application users of the upgrade

C- Submit a change request

D- Schedule a maintenance window

Answer: 
C

Question 11
Question Type: MultipleChoice

Which of the following would be the FIRST choice to encrypt a laptop hard drive?

Options: 
A- DES



B- TDE

C- AES

D- SSL

Answer: 
C
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