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Question 1
Question Type: MultipleChoice

URL filtering configure exact match www.test.com/news field, then not meet the URL of the filtering strategy include:

Options: 
A- http://www.test.com/news

B- www.test.com/news/

C- WWW.TEST.COM/news

D- www.test.com/news.aspx

Answer: 
D

Question 2
Question Type: MultipleChoice



Which of the statement is not correct according to following configuration?

[USG] pattern-group 6t type url

[USG-pattern-group-url-bt] pattern any bt.com

[USG] url-filter policy urlpolicy3

[USG-urlfilter-policy-urlpolicy3] blacklist enable

[USG-urlfilter-policy-urlpolicy3] whitelist enable

[USG-urlfilter-policy-urlpolicy3] blacklist group 6t

[USG] web-filter policy webpolicy3

[USG-web-filter-policy-webpolicy3] policy url-filter urlpolicy3

[USG-policy-interzone-trust-untrust-outbound] policy 3

[USG-policy-interzone-trust-untrust-outbound-3] action permit

[USG-policy-interzone-trust-untrust-outbound-3] policy source range 10.10.10.101 10.10.10.200

[USG-policy-interzone-trust-untrust-outbound-3] policy web-filter webpolicy3

Options: 



A- users of IP address 10.10.10.120 can access bt.com website

B- users of IP address 10.10.10.199 cannot access bt.com website

C- users of IP address 10.10.10.100 can access bt.com website

D- users of IP address 10.10.10.220 can access bt.com website

Answer: 
A

Question 3
Question Type: MultipleChoice

Which of the following statement is correct IDS and IPS?

Options: 
A- IDS only supports Inline online deployment

B- IPS deployed as a bypass mode is similar to the function of ID

C- the core technology of IPS is deep packet inspection and bypass inspection



D- With the IPS does not need to deploy a firewall and IDS

Answer: 
B

Question 4
Question Type: MultipleChoice

A university user requirements are as follows:

1. The environmental flow is larger, two-way add up to OOOM, UTM deployed in its network node.

2. The intranet is divided into students zones, server zones, etc., users are most concerned about the security of the server area, to

avoid all kinds of the threat of attack.

3. At the same time to ban students area some pornographic websites.

In UTM configured Extranet for untrust domain, Intranet for trust domain, how to deploy the UTM strategy? (Select 2 answers)

Options: 



A- can be directly under the global open AV, PS protective function, URL filtering function, then it can be realized

B- Outbound direction only open AV, IPS protective function for server areas, protected server

C- inboud direction only open AV, IPS protective function for server areas, protected server

D- Outbound direction open URL filtering function for the entire campus network, and filtering of part classification website

Answer: 
C, D

Question 5
Question Type: MultipleChoice

IPS signature set priorities cannot be adjusted.

Options: 
A- TRUE

B- FALSE



Answer: 
B

Question 6
Question Type: MultipleChoice

About the anti-spam local black and white list, which of the following statements is wrong?

Options: 
A- created manually by the user on the USG

B- black and white list is matched by the sender's DNS suffix

C- black and white list is by extracting the source IP address of the SMTP connection to match

D- if the source IP address of the SMTP connection matches the blacklist, blocking the connection

Answer: 
B
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