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Question 1

Question Type: MultipleChoice

A hacker is attempting to exploit a known software flaw in an loT portal in order to modify the site's administrative configuration. Which of
the following BEST describes the type of attack the hacker is performing?

Options:

A- Privilege escalation

B- Transmission control protocol (TCP) flooding
C- Application fuzzing

D- Birthday attack

Answer:

A

Question 2

Question Type: MultipleChoice




Which of the following functions can be added to the authorization component of AAA to enable the principal of least privilege with
flexibility?

Options:

A- Discretionary access control (DAC)
B- Role-based access control (RBAC)
C- Mandatory access control (MAC)

D- Access control list (ACL)

Answer:

B

Question 3

Question Type: MultipleChoice

Passwords should be stored...



Options:

A- For no more than 30 days.
B- Only in cleartext.
C- As a hash value.

D- Inside a digital certificate.

Answer:

C

Question 4

Question Type: MultipleChoice

In order to minimize the risk of abusing access controls, which of the following is a good example of granular access control
implementation?

Options:

A- System administrator access



B- Least privilege principle
C- Guest account access

D- Discretionary access control (DAC)

Answer:

B

Question 5

Question Type: MultipleChoice

Which of the following techniques protects the confidentiality of the information stored in databases?

Options:

A- Hashing
B- Archiving
C- Monitoring

D- Encryption



Answer:

Question 6

Question Type: MultipleChoice

During a brute force test on his users' passwords, the security administrator found several passwords that were cracked quickly. Which
of the following passwords would have taken the longest to crack?

Options:

A- GUESSmyPASSWORD
B- Gu3$$MyP@s$wORd
C- 123my456password789
D- *myPASSword**

Answer:

B
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