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Question 1
Question Type: MultipleChoice

Refer to the exhibit.

In a dual-hub hub-and-spoke SD-WAN deployment, which is a benefit of disabling the anti-replay setting on the hubs?

Options: 
A- It instructs the hub to disable the reordering of TCP packets on behalf of the receiver, to improve performance.

B- It instructs the hub to disable TCP sequence number check, which is required for TCP sessions originated from spokes to fail over

back and forth between the hubs.

C- It instructs the hub to not check the ESP sequence numbers on IPsec traffic, to improve performance.

D- It instructs the hub to skip content inspection on TCP traffic, to improve performance.

Answer: 



B

Question 2
Question Type: MultipleChoice

Refer to the exhibit.



The exhibit shows the details of a session and the index numbers of some relevant interfaces on a FortiGate appliance that supports

hardware offloading. Based on the information shown in the exhibits, which two statements about the session are true? (Choose two.)



Options: 
A- The reply direction of the asymmetric traffic flows from port2 to port3.

B- The auxiliary session can be offloaded to hardware.

C- The original direction of the symmetric traffic flows from port3 to port2.

D- The main session cannot be offloaded to hardware.

Answer: 
A, B

Question 3
Question Type: MultipleChoice

Refer to the exhibit.





The exhibit shows the BGP configuration on the hub in a hub-and-spoke topology. The administrator wants BGP to advertise prefixes

from spokes to other spokes over the IPsec overlays, including additional paths. However, when looking at the spoke routing table, the

administrator does not see the prefixes from other spokes and the additional paths.

Based on the exhibit, which three settings must the administrator configure inside each BGP neighbor group so spokes can learn other

spokes prefixes and their additional paths? (Choose three.)

Options: 
A- Set additional-path to send

B- Enable route-reflector-client

C- Set advertisement-interval to the number of additional paths to advertise

D- Set adv-additional-path to the number of additional paths to advertise

E- Enable soft-reconfiguration

Answer: 
A, B, D

Question 4
Question Type: MultipleChoice



Refer to the exhibit.

Which conclusion about the packet debug flow output is correct?

Options: 
A- The original traffic exceeded the maximum packets per second of the outgoing interface, and the packet was dropped.

B- The reply traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

C- The original traffic exceeded the maximum bandwidth of the outgoing interface, and the packet was dropped.

D- The original traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

Answer: 
D



Question 5
Question Type: MultipleChoice

Which two statements are true about using SD-WAN to steer local-out traffic? (Choose two.)

Options: 
A- FortiGate does not consider the source address of the packet when matching an SD-WAN rule for local-out traffic.

B- By default, local-out traffic does not use SD-WAN.

C- By default, FortiGate does not check if the selected member has a valid route to the destination.

D- You must configure each local-out feature individually, to use SD-WAN.

Answer: 
B, D

Question 6
Question Type: MultipleChoice



Refer to the exhibit.

Which are two expected behaviors of the traffic that matches the traffic shaper? (Choose two.)

Options: 
A- The number of simultaneous connections among all source IP addresses cannot exceed five connections.

B- The traffic shaper limits the combined bandwidth of all connections to a maximum of 5 MB/sec.

C- The number of simultaneous connections allowed for each source IP address cannot exceed five connections.

D- The traffic shaper limits the bandwidth of each source IP address to a maximum of 625 KB/sec.



Answer: 
C, D

Question 7
Question Type: MultipleChoice

Refer to the exhibit.



Which two SD-WAN template member settings support the use of FortiManager meta fields? (Choose two.)



Options: 
A- Cost

B- Interface member

C- Priority

D- Gateway IP

Answer: 
B, D

Question 8
Question Type: MultipleChoice

Which diagnostic command can you use to show the configured SD-WAN zones and their assigned members?

Options: 
A- diagnose sys sdwan zone



B- diagnose sys sdwan service

C- diagnose sys sdwan member

D- diagnose sys sdwan interface

Answer: 
A

Question 9
Question Type: MultipleChoice

What does enabling the exchange-interface-ip setting enable FortiGate devices to exchange?

Options: 
A- The gateway address of their IPsec interfaces

B- The tunnel ID of their IPsec interfaces

C- The IP address of their IPsec interfaces

D- The name of their IPsec interfaces



Answer: 
C

Question 10
Question Type: MultipleChoice

Refer to the exhibit.



Based on the output, which two conclusions are true? (Choose two.)



Options: 
A- There is more than one SD-WAN rule configured.

B- The SD-WAN rules take precedence over regular policy routes.

C- The all_rules rule represents the implicit SD-WAN rule.

D- Entry 1(id=1) is a regular policy route.

Answer: 
A, D
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