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Question 1

Question Type: MultipleChoice

Which of the following SSE-CMM security engineering Process Areas (PA) specifies the security
needs?

Options:
A- PA10
B- PA06
C- PA09
D- PAO7

Answer:
A

Question 2

Question Type: MultipleChoice

Which of the following strategies is used to minimize the effects of a disruptive event on a
company, and is created to prevent interruptions to normal business activity?

Options:

A- Disaster Recovery Plan

B- Business Continuity Plan

C- Contingency Plan

D- Continuity of Operations Plan

Answer:
B

Question 3

Question Type: MultipleChoice
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Which of the following systems commonly resides on a discrete network segment and monitors
the traffic on that network segment?

Options:

A- Host-Based ID system

B- Signature-Based ID system

C- Statistical Anomaly-Based ID system
D- Network-Based ID system

Answer:
D

Question 4

Question Type: MultipleChoice

Which option best procedures is to reduce the risk to personnel, property, and other assets
while minimizing work disorders in the event of an emergency?

Options:

A- Occupant Emergency Plan

B- Disaster Recovery Plan

C- Cyber Incident Response Plan
D- Crisis Communication Plan

Answer:
A

Question 5

Question Type: MultipleChoice

Which of the following statements about disaster recovery plan documentation are true? Each
correct answer represents a complete solution. Choose all that apply.
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Options:

A- The documentation regarding a disaster recovery plan should be stored in backup tapes.
B- The documentation regarding a disaster recovery plan should be stored in floppy disks.
C- The disaster recovery plan documentation should be stored onsite only.

D- The disaster recovery plan documentation should be stored offsite only.

Answer:
A, D

Question 6

Question Type: MultipleChoice

In which of the following managing styles does the manager supervise subordinates very closely
and give detail directions?

Options:

A- The coaching style
B- The supporting style
C- The delegating style
D- The directing style

Answer:
D

Question 7

Question Type: MultipleChoice

Which of the following procedures is to reduce the risk to personnel, property, and other assets
while minimizing work disorders in the event of an emergency?

Options:

A- Occupant Emergency Plan

B- Disaster Recovery Plan

C- Cyber Incident Response Plan




Eccouncil 312-76 Practice Questions BY Jimenez - Page 5

D- Crisis Communication Plan

Answer:
A

Question 8

Question Type: MultipleChoice

Question-Type: FILL IN THE BLANKS
Question-Title: Fill the appropriate power supply form factor in the blank space.

form factor is similar to LPX form factor in physical dimensions.

Options:
A- ATX

Answer:
A

Question 9

Question Type: MultipleChoice

Which methodology is a method to analyze the involved tasks in completing a given project,
especially the time needed to complete each task, and identifying the minimum time needed to
complete the total project?

Options:
A- CPM
B- Gantt
C- PERT
D- FP

Answer:
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Question 10

Question Type: MultipleChoice

Which of the following concepts represent the three fundamental principles of information
security?

Each correct answer represents a complete solution. Select three.

Options:

A- Privacy

B- Availability

C- Integrity

D- Confidentiality

Answer:
B,C,D

Question 11

Question Type: MultipleChoice

Which of the following functions is performed by change control?

Options:

A- It tracks changes to system hardware, software, ?rmware, and documentation.

B- It maintains visibility of changes to the system.

C- It tracks and approves changes to system hardware, software, ?rmware, and documentation.
D- It ensures that changes to the system are approved.

Answer:
C
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Question 12

Question Type: MultipleChoice

Which of the following processes identifies the threats that can impact the business continuity
of operations?

Options:

A- Business impact analysis
B- Function analysis

C- Requirement analysis

D- Risk analysis

Answer:
A

Question 13

Question Type: MultipleChoice

Which of the following tests activates the total disaster recovery plan?

Options:

A- Structured walk-through test
B- Full-interruption test

C- Parallel test

D- Checklist test

Answer:
B
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