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Question 1

Question Type: MultipleChoice

Dataflow diagrams are used by IT auditors to:

Options:
A- Order data hierarchically.
B- Highlight high-level data definitions.
C- Graphically summarize data paths and storage processes.
D- Portray step-by-step details of data generation.

Answer:
C

Question 2

Question Type: MultipleChoice

You have recently drafted a revised information security policy. From whom should you seek
endorsement in order to have the GREATEST chance for adoption and implementation
throughout the entire organization?

Options:
A- Chief Information Security Officer
B- Chief Executive Officer
C- Chief Information Officer
D- Chief Legal Counsel

Answer:
B

Question 3

Question Type: MultipleChoice
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The CIO of an organization has decided to assign the responsibility of internal IT audit to the IT
team. This is consider a bad practice MAINLY because

Options:
A- The IT team is not familiar in IT audit practices
B- This represents a bad implementation of the Least Privilege principle
C- This represents a conflict of interest
D- The IT team is not certified to perform audits

Answer:
C

Question 4

Question Type: MultipleChoice

The amount of risk an organization is willing to accept in pursuit of its mission is known as

Options:
A- Risk mitigation
B- Risk transfer
C- Risk tolerance
D- Risk acceptance

Answer:
C

Question 5

Question Type: MultipleChoice

Information security policies should be reviewed:
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Options:
A- by stakeholders at least annually
B- by the CISO when new systems are brought online
C- by the Incident Response team after an audit
D- by internal audit semiannually

Answer:
A

Question 6

Question Type: MultipleChoice

You manage a newly created Security Operations Center (SOC), your team is being inundated
with security alerts and don't know what to do. What is the BEST approach to handle this
situation?

Options:
A- Tell the team to do their best and respond to each alert
B- Tune the sensors to help reduce false positives so the team can react better
C- Request additional resources to handle the workload
D- Tell the team to only respond to the critical and high alerts

Answer:
B

Question 7

Question Type: MultipleChoice

What is the first thing that needs to be completed in order to create a security program for your
organization?

Options:
A- Risk assessment
B- Security program budget
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C- Business continuity plan
D- Compliance and regulatory analysis

Answer:
A

Question 8

Question Type: MultipleChoice

Which option best is true regarding expenditures?

Options:
A- Capital expenditures are never taxable
B- Operating expenditures are for acquiring assets, capital expenditures are for support costs of
that asset
C- Capital expenditures are used to define depreciation tables of intangible assets
D- Capital expenditures are for acquiring assets, whereas operating expenditures are for
support costs of that
asset

Answer:
D

Question 9

Question Type: MultipleChoice

A newly appointed security officer finds data leakage software licenses that had never been
used. The officer decides to implement a project to ensure it gets installed, but the project gets
a great deal of resistance across the organization. Which of the following represents the MOST
likely reason for this situation?

Options:
A- The software license expiration is probably out of synchronization with other software
licenses
B- The project was initiated without an effort to get support from impacted business units in the
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organization
C- The software is out of date and does not provide for a scalable solution across the enterprise
D- The security officer should allow time for the organization to get accustomed to her presence
before initiating security projects

Answer:
B
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