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Question 1
Question Type: MultipleChoice

The process for identifying, collecting, and producing digital information in support of legal
proceedings is called

Options:
A- chain of custody.
B- electronic discovery.
C- evidence tampering.
D- electronic review.

Answer:
B

Question 2
Question Type: MultipleChoice

Scenario: You are the CISO and are required to brief the C-level executive team on your
information security audit for the year. During your review of the audit findings you discover that
many of the controls that were put in place the previous year to correct some of the findings are
not performing as needed. You have thirty days until the briefing.

To formulate a remediation plan for the non-performing controls what other document do you
need to review before adjusting the controls?

Options:
A- Business Impact Analysis
B- Business Continuity plan
C- Security roadmap
D- Annual report to shareholders

Answer:
A
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Explanation:
Scenario7

Question 3
Question Type: MultipleChoice

Which option best best describes the sensors designed to project and detect a light beam across
an area?

Options:
A- Smoke
B- Thermal
C- Air-aspirating
D- Photo electric

Answer:
D

Question 4
Question Type: MultipleChoice

Scenario: An organization has made a decision to address Information Security formally and
consistently by adopting established best practices and industry standards. The organization is a
small retail merchant but it is expected to grow to a global customer base of many millions of
customers in just a few years.

Which option best would be the FIRST step when addressing Information Security formally and
consistently in this organization?

Options:
A- Contract a third party to perform a security risk assessment
B- Define formal roles and responsibilities for Internal audit functions
C- Define formal roles and responsibilities for Information Security
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D- Create an executive security steering committee

Answer:
C

Question 5
Question Type: MultipleChoice

The process of identifying and classifying assets is typically included in the

Options:
A- Threat analysis process
B- Asset configuration management process
C- Business Impact Analysis
D- Disaster Recovery plan

Answer:
B

Question 6
Question Type: MultipleChoice

What is the BEST reason for having a formal request for proposal process?

Options:
A- Creates a timeline for purchasing and budgeting
B- Allows small companies to compete with larger companies
C- Clearly identifies risks and benefits before funding is spent
D- Informs suppliers a company is going to make a purchase

Answer:
C
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Question 7
Question Type: MultipleChoice

When selecting a security solution with reoccurring maintenance costs after the first year (choose
the BEST answer):

Options:
A- The CISO should cut other essential programs to ensure the new solution's continued use
B- Communicate future operating costs to the CIO/CFO and seek commitment from them to
ensure the new solution's continued use
C- Defer selection until the market improves and cash flow is positive
D- Implement the solution and ask for the increased operating cost budget when it is time

Answer:
B

Question 8
Question Type: MultipleChoice

A security officer wants to implement a vulnerability scanning program. The officer is uncertain of
the state of vulnerability resiliency within the organization's large IT infrastructure. What would
be the BEST approach to minimize scan data output while retaining a realistic view of system
vulnerability?

Options:
A- Scan a representative sample of systems
B- Perform the scans only during off-business hours
C- Decrease the vulnerabilities within the scan tool settings
D- Filter the scan output so only pertinent data is analyzed

Answer:
A
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Question 9
Question Type: MultipleChoice

The Information Security Management program MUST protect:

Options:
A- all organizational assets
B- critical business processes and /or revenue streams
C- intellectual property released into the public domain
D- against distributed denial of service attacks

Answer:
B

Question 10
Question Type: MultipleChoice

What is the BEST way to achieve on-going compliance monitoring in an organization?

Options:
A- Only check compliance right before the auditors are scheduled to arrive onsite.
B- Outsource compliance to a 3rd party vendor and let them manage the program.
C- Have Compliance and Information Security partner to correct issues as they arise.
D- Have Compliance direct Information Security to fix issues after the auditors report.

Answer:
C
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