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Question 1

Question Type: MultipleChoice

You are carrying out the last round of testing for your new website before it goes live. The
website has manydynamic pages and connects to a SQL backend that accesses your product
inventory in a database. You comeacross a web security site that recommends inputting the
following code into a search field on web pages tocheck for vulnerabilities:

When you type this and click on search, you receive a pop-up window that says: "This is a test."

What is the result of this test?

Options:
A- Your website is vulnerable to web bugs
B- Your website is vulnerable to XSS
C- Your website is not vulnerable
D- Your website is vulnerable to SQL injection

Answer:
B

Question 2

Question Type: MultipleChoice

A wireless intrusion detection system (WIDS) monitors the radio spectrum for the presence of
unauthorized, rogue access points and the use of wireless attack tools.

The system monitors the radio spectrum used by wireless LANs, and immediately alerts a
systems administrator whenever a rogue access point is detected. Conventionally it is achieved
by comparing the MAC address of the participating wireless devices.

Which of the following attacks can be detected with the help of wireless intrusion detection
system (WIDS)?
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Options:
A- Social engineering
B- SQL injection
C- Parameter tampering
D- Man-in-the-middle attack

Answer:
D

Question 3

Question Type: MultipleChoice

Variables are used to define parameters for detection, specifically those of your local network
and/or specific servers or ports for inclusion or exclusion in rules. These are simple substitution
variables set with the var keyword.

Which one of the following operator is used to define meta-variables?
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Options:
A- ''$''
B- ''#''
C- ''*''
D- ''?''

Answer:
A

Question 4

Question Type: MultipleChoice

Which one of the following architectures has the drawback of internally considering the hosted
services individually?

Options:
A- Weak Screened Subnet Architecture
B- 'Inside Versus Outside' Architecture
C- 'Three-Homed Firewall' DMZ Architecture
D- Strong Screened-Subnet Architecture

Answer:
C

Question 5

Question Type: MultipleChoice

What will the following URL produce in an unpatched IIS Web Server?

Options:
A- Execute a buffer flow in the C: drive of the web server
B- Insert a Trojan horse into the C: drive of the web server
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C- Directory listing of the C:\windows\system32 folder on the web server
D- Directory listing of C: drive on the web server

Answer:
D

Question 6

Question Type: MultipleChoice

What are the security risks of running a "repair" installation for Windows XP?

Options:
A- There are no security risks when running the 'repair' installation for Windows XP
B- Pressing Shift+F1 gives the user administrative rights
C- Pressing Ctrl+F10 gives the user administrative rights
D- Pressing Shift+F10 gives the user administrative rights

Answer:
D

Question 7

Question Type: MultipleChoice

George is the network administrator of a large Internet company on the west coast. Per
corporate policy, noneof the employees in the company are allowed to use FTP or SFTP
programs without obtaining approval fromthe IT department. Few managers are using SFTP
program on their computers.

Before talking to his boss,George wants to have some proof of their activity.George wants to use
Ethereal to monitor network traffic, but only SFTP traffic to and from his network. Whatfilter
should George use in Ethereal?

Options:
A- net port 22
B- udp port 22 and host 172.16.28.1/24
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C- src port 22 and dst port 22
D- src port 23 and dst port 23

Answer:
C

Question 8

Question Type: MultipleChoice

Which option best equipment could a pen tester use to perform shoulder surfing?

Options:
A- Binoculars
B- Painted ultraviolet material
C- Microphone
D- All the above

Answer:
A
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