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Question 1

Question Type: MultipleChoice

Which kinds of audit mechanisms are available in ISQ/IEC 20000:2011?

Options:
A- An internal audit mechanism
B- An external audit mechanism
C- An internal and external audit mechanism
D- No audit mechanisms

Answer:
C

Question 2

Question Type: MultipleChoice

In the 2010 white paper Top Threats to Cloud Computing, what does the Cloud Security Alliance
(CSA) identify as remediation for unknown risk profile and account?

Options:
A- Good Human Resource vetting procedures
B- Good SLA structures including Cloud provider compliance audits
C- Proper testing methods
D- Strong authentication and access control

Answer:
B

Question 3

Question Type: MultipleChoice
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Which security issue is important to your organization as you evaluate Cloud service providers?

Options:
A- How the service provider implements and maintains security
B- The compatibility of the virus scanners used by the vendor and in your organization
C- The protection provided by your organization's firewall
D- The security protocols used by other customers of the services

Answer:
A

Question 4

Question Type: MultipleChoice

What is an important benefit of using a hybrid model for cloud services?

Options:
A- It allows the purchaser to save money in infrastructure and licenses.
B- It allows the separation of sensitive data from less sensitive data.
C- It provides better performance.
D- It provides the best client/server experience in a cloud environment.

Answer:
B

Question 5

Question Type: MultipleChoice

What is an example of the use of location information?

Options:
A- to determine the user's native language
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B- to determine whether the user is connected via a mobile platform
C- to provide advertisements for local restaurants, determined by GPS
D- to provide the correct version of the application for the user's operating system

Answer:
C

Question 6

Question Type: MultipleChoice

What is a driver for Cloud Computing?

Options:
A- It makes it easier to scale down IT resources.
B- It makes an organization less dependent on the network.
C- It allows organizations to invest in IT before it is needed.
D- It makes it easier to integrate with legacy software.

Answer:
A

Question 7

Question Type: MultipleChoice

What is the implication on storage availability of moving to a Cloud environment?

Options:
A- storage capability can be easily added
B- storage capability is expensive
C- storage capability is limited
D- storage capability needs to be integrated

Answer:
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A

Question 8

Question Type: MultipleChoice

Why may Service levels vary for Hybrid Clouds?

Options:
A- Hybrid Clouds are constantly shifting from Public to Private Clouds.
B- Hybrid Clouds are less reliable than Public Clouds.
C- Hybrid Clouds are less reliable than Private Clouds.
D- SLAs of Hybrid Clouds contain a mix of Public and Private Cloud SLAs.

Answer:
D

Question 9

Question Type: MultipleChoice

Why is privacy an area of concern in Cloud computing?

Options:
A- Data cannot be securely stored in a Cloud solution.
B- Data always resides in another country, with different privacy laws.
C- People using Cloud solutions are afraid that their data is not secure in the Cloud.
D- Privacy laws vary from country to country.

Answer:
D

Question 10

Question Type: MultipleChoice
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What is the intended result of a Distributed Denial of Service (DDOS) attack on a web site?

Options:
A- To change the content of the site to prevent it from providing further services
B- To distribute the content of the site to users who are denied access to its service
C- To infect the site to distribute a virus to users, which denies them access to further services
D- To lock users out of the site by exhausting the sites resources

Answer:
D
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