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Question 1

Question Type: MultipleChoice

While testing outbound MTA functionality, an administrator discovers that all outbound email is
being processed using policy ID l: 2:0: SYSTEM. What are two possible reasons why the third
policy ID value is o? (Choose two.)

Options:
A- IP policy ID 2 has the exclusive flag set.
B- There are no outgoing recipient policies configured.
C- Outbound email is being rejected.
D- There are no access delivery rules configured for outbound email.

Answer:
A, B

Question 2

Question Type: MultipleChoice

Which statement about how impersonation analysis identifies spoofed email addresses is
correct?

Options:
A- It uses behavior analysis to detect spoofed addresses.
B- It uses DMARC validation to detect spoofed addresses.
C- It maps the display name to the correct recipient email address
D- It uses SPF validation to detect spoofed addresses.

Answer:
B

Question 3

Question Type: MultipleChoice
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Refer to the exhibit, which shows a topology diagram of two separate email domains.

Which two statements correctly describe how an email message is delivered from User A to
User B? (Select two.)

Options:
A- mx.example1.org will forward the email message to the MX record that has the lowest
preference.
B- User B will retrieve the email message using either POP3 or IMAP.
C- User A's MUA will perform a DNS MX record lookup to send the email message.
D- The DNS server will act as an intermediary MTA.

Answer:
A, B

Question 4

Question Type: MultipleChoice

Refer to the exhibit, which shows a few lines of FortiMail logs.
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Based on these log entries, which two statements describe the operational status of this
FortiMail device? (Select two.)

Options:
A- FortiMail is experiencing issues accepting the connection from the external. lab MTA.
B- FortiMail is experiencing issues delivering the email to the internal. lab MTA.
C- The FortiMail device is in server mode.
D- The FortiMail device is in gateway or transparent mode.

Answer:
B, D

Question 5

Question Type: MultipleChoice

In which FortiMail configuration object can you assign an outbound session profile?

Options:
A- Outbound recipient policy
B- Inbound recipient policy
C- IP policy
D- Access delivery rule

Answer:
C

Question 6

Question Type: MultipleChoice

Exhibit.
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Refer to the exhibit, which shows the mail server settings of a FortiMail device. What are two
ways this FortiMail device will handle connections? (Select two.)

Options:
A- FortiMail will support the STARTTLS extension.
B- FortiMail will drop any inbound plaintext SMTP connection.
C- FortiMail will accept SMTPS connections.
D- FortiMail will enforce SMTPS on all outbound sessions.

Answer:
A, C

Question 7

Question Type: MultipleChoice

Refer to the exhibit.
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Refer to the exhibits, which shows a DLP scan profile configuration (DLP Scan Rule 1 and DLP
Scan Rule 2) from a FortiMail device.

Which two message types will trigger this DLP scan rule? (Choose two.)

Options:
A- An email that contains credit card numbers in the body, attachment, and subject will trigger
this scan rule.
B- An email sent from sales@internal. lac will trigger this scan rule, even without matching any
conditions.
C- An email message that contains credit card numbers in the body will trigger this scan rule.
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D- An email message with a subject that contains the term 'credit card' will trigger this scan
rule.

Answer:
C, D

Question 8

Question Type: MultipleChoice

Which three configuration steps must you set to enable DKIM signing for outbound messages on
FortiMail? (Choose three.}

Options:
A- Generate a public/private key pair in the protected domain configuration.
B- Enable the DKIM checker in a matching session profile.
C- Publish the public key as a TXT record in a public DNS server.
D- Enable the DKIM checker in a matching antispam profile.
E- Enable DKIM signing for outgoing messages in a matching session profile.

Answer:
A, C, E

Question 9

Question Type: MultipleChoice

Exhibit.
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Refer to the exhibits, which show an email archiving configuration (Email Archiving 1 and Email
Archiving 2) from a FortiMail device.

What two archiving actions will FortiMail take when email messages match these archive
policies? (Choose two.)

Options:
A- FortiMail will save archived email in the journal account.
B- FortiMail will archive email sent from marketingexample. com.
C- FortiMail will exempt spam email from archiving.
D- FortiMail will allow only the marketingeexample.com account to access the archived email.

Answer:
A, C
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Question 10

Question Type: MultipleChoice

Refer to the exhibit which shows a topology diagram of a FortiMail cluster deployment.

Which IP address must the DNS MX record for this organization resolve to?

Options:
A- 1172 16 32 57
B- 172.16.32.56
C- 172.16.32.55
D- 172.16.32.1

Answer:
C

Question 11

Question Type: MultipleChoice

Refer to the exhibit which shows a detailed history log view.
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Which two actions did FortiMail take on this email message? (Choose two.)

Options:
A- FortJMail replaced the virus content with a message
B- FortiMail modified the subject of the email message.
C- FortiMail forwarded the email to User 1 without scanning.
D- FortiMail sent the email message to User 1's personal quarantine.

Answer:
A, B

Question 12

Question Type: MultipleChoice

While testing outbound MTA functionality, an administrator discovers that all outbound email is
being processed using policy ID l: 2:0: SYSTEM. What are two possible reasons why the third
policy ID value is o? (Select two.)

Options:
A- IP policy ID 2 has the exclusive flag set.
B- There are no outgoing recipient policies configured.
C- Outbound email is being rejected.
D- There are no access delivery rules configured for outbound email.

Answer:
A, B
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