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Question 1

Question Type: MultipleChoice

While testing outbound MTA functionality, an administrator discovers that all outbound email is
being processed using policy ID I: 2:0: SYSTEM. What are two possible reasons why the third
policy ID value is 0? (Choose two.)

Options:

A- IP policy ID 2 has the exclusive flag set.

B- There are no outgoing recipient policies configured.

C- Outbound email is being rejected.

D- There are no access delivery rules configured for outbound email.

Answer:
A B

Question 2

Question Type: MultipleChoice

Which statement about how impersonation analysis identifies spoofed email addresses is
correct?

Options:

A- It uses behavior analysis to detect spoofed addresses.

B- It uses DMARC validation to detect spoofed addresses.

C- It maps the display name to the correct recipient email address
D- It uses SPF validation to detect spoofed addresses.

Answer:
B

Question 3

Question Type: MultipleChoice
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Refer to the exhibit, which shows a topology diagram of two separate email domains.

mx.examplel.org mx .example2.com

Internet

WA
iy
7

> DNS server Oy
User A E " User B

A@examplel.org Bl@example2Z.com

Which two statements correctly describe how an email message is delivered from User A to
User B? (Select two.)

Options:

A- mx.examplel.org will forward the email message to the MX record that has the lowest
preference.

B- User B will retrieve the email message using either POP3 or IMAP.

C- User A's MUA will perform a DNS MX record lookup to send the email message.

D- The DNS server will act as an intermediary MTA.

Answer:
A B

Question 4

Question Type: MultipleChoice

Refer to the exhibit, which shows a few lines of FortiMail logs.

Encryption Log Search Task Cross search result: 2898w5Qf001753 El

Export =
Message
STARTTLS=server, relay=extsrv [ 100064, 1.99], versions=TLS 1.3, verify=OK, cipher=TLS_AES 256 GCM_SHA3B4, bits=254/254
from=<extuser@external lab>, size=581, class=0, nrepts=1, msgid=< 20220907045505, 2874w 5jb001485@external lab>, proto=ESMTP, daemon=SMTP_MTA, relay=extsrv [ 100,54.1.99]
to=<user 1@internal lab>, delay=00:00:30, xdelay=00:00:30, maller =esmtp, pri= 120561, relay= [10.0.1.99], dsn=4.0.0. stat=Deferrad: Connection timed out with Internallab.
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Based on these log entries, which two statements describe the operational status of this
FortiMail device? (Select two.)

Options:

A- FortiMail is experiencing issues accepting the connection from the external. lab MTA.
B- FortiMail is experiencing issues delivering the email to the internal. lab MTA.

C- The FortiMail device is in server mode.

D- The FortiMail device is in gateway or transparent mode.

Answer:
B, D

Question 5

Question Type: MultipleChoice

In which FortiMail configuration object can you assign an outbound session profile?

Options:

A- Outbound recipient policy
B- Inbound recipient policy
C- IP policy

D- Access delivery rule

Answer:
C

Question 6

Question Type: MultipleChoice

Exhibit.
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Mail Server settings
B Local Host
Host name i
Local domain name example.com
Default domain for authentication —-MNone-- -

B SMTPService @

SMTP port 25
SMTPS port 465
SMTP over SSL/TLS €
SMTPUTFS »

SMTP MSA service (D

SMTP MSA port 587
J:'-.th|u_'r1t1|_.it'.|_tn SMTP '( SMTPS ( SMTP owver TLS (
MTA-STS service Disable -

Refer to the exhibit, which shows the mail server settings of a FortiMail device. What are two
ways this FortiMail device will handle connections? (Select two.)

Options:

A- FortiMail will support the STARTTLS extension.

B- FortiMail will drop any inbound plaintext SMTP connection.
C- FortiMail will accept SMTPS connections.

D- FortiMail will enforce SMTPS on all outbound sessions.

Answer:
A C

Question 7

Question Type: MultipleChoice

Refer to the exhibit.
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DLP Scan Rule 1
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Refer to the exhibits, which shows a DLP scan profile configuration (DLP Scan Rule 1 and DLP
Scan Rule 2) from a FortiMail device.

Which two message types will trigger this DLP scan rule? (Choose two.)

Options:

A- An email that contains credit card numbers in the body, attachment, and subject will trigger

this scan rule.

B- An email sent from sales@internal. lac will trigger this scan rule, even without matching any

conditions.

C- An email message that contains credit card numbers in the body will trigger this scan rule.
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D- An email message with a subject that contains the term 'credit card’ will trigger this scan
rule.

Answer:
C,D

Question 8

Question Type: MultipleChoice

Which three configuration steps must you set to enable DKIM signing for outbound messages on
FortiMail? (Choose three.}

Options:

A- Generate a public/private key pair in the protected domain configuration.
B- Enable the DKIM checker in a matching session profile.

C- Publish the public key as a TXT record in a public DNS server.

D- Enable the DKIM checker in a matching antispam profile.

E- Enable DKIM signing for outgoing messages in a matching session profile.

Answer:
A C,E

Question 9

Question Type: MultipleChoice

Exhibit.
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Email Archiving Policy
Email Archiving Policy i
Status O
Account journal v 4+ B
Policy type @ Recipient -
Pattern marketing@example.com
Comment

Email Archiving Exempt Policy

Email Archiving Exempt Policy s
Status L &)

Account journal | 4+ B

Policy type = Spam Email -

Pattern

Comment

Refer to the exhibits, which show an email archiving configuration (Email Archiving 1 and Email
Archiving 2) from a FortiMail device.

What two archiving actions will FortiMail take when email messages match these archive
policies? (Choose two.)

Options:

A- FortiMail will save archived email in the journal account.

B- FortiMail will archive email sent from marketingexample. com.

C- FortiMail will exempt spam email from archiving.

D- FortiMail will allow only the marketingeexample.com account to access the archived email.

Answer:
A C
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Question 10

Question Type: MultipleChoice

Refer to the exhibit which shows a topo

logy diagram of a FortiMail cluster deployment.

port1

Cluster Virtual IP
1712.16.32.95

Primary

N\

porti
NAE. | GEs? .06

LI2. 16,881
FGT1

porti
172.16.32.57

AN

Secondary

Which IP address must the DNS MX record for this organization resolve to?

Options:

A-1172 16 32 57
B-172.16.32.56
C-172.16.32.55
D-172.16.32.1

Answer:

C

Question 11

Question Type: MultipleChoice

Refer to the exhibit which shows a detailed history log view.
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Log Details: 0200002400

Column

z

Date

Time
Classifier
Disposition
From
Header From
To

Subject
Message-1D
Length
Session 1D
Client IP
Location
Client Name
Direction
Policy 1D
Domain
Destination IP
Source
Mailer

Virus
Resolved
Tramsfer Time
Scan Time
Level

LogID

Type

Content
1
2021-06-24
13:29:02.021
Virus Signature
Maodity Subject:Replace
extuser@externallab
extuser@externallab
user 1@internaliab
Registration information enclosed
20210624132901.150DT1TNA01852@externallab
936
150KT 1Bx002399-150KT1C1002399
100.64.1.97
ZZ (Reserved)
extsrv
in
O:1:liinternallab
internallab
100.1.11
External
mta
EICAR_TEST_FILE
FORGED
0051818
0017337
information
0200002400

statistics
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Which two actions did FortiMail take on this email message? (Choose two.)

Options:

A- Fort]JMail replaced the virus content with a message

B- FortiMail modified the subject of the email message.

C- FortiMail forwarded the email to User 1 without scanning.

D- FortiMail sent the email message to User 1's personal quarantine.

Answer:
A B

Question 12

Question Type: MultipleChoice

While testing outbound MTA functionality, an administrator discovers that all outbound email is
being processed using policy ID I: 2:0: SYSTEM. What are two possible reasons why the third
policy ID value is 0? (Select two.)

Options:

A- TP policy ID 2 has the exclusive flag set.

B- There are no outgoing recipient policies configured.

C- Outbound email is being rejected.

D- There are no access delivery rules configured for outbound email.

Answer:
A B
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