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Question 1
Question Type: MultipleChoice

Which three methods are used by the collector agent for AD polling? (Choose three.)

Options: 
A- FortiGate polling

B- NetAPI

C- Novell API

D- WMI

E- WinSecLog

Answer: 
B, D, E

Question 2
Question Type: MultipleChoice



An administrator configures FortiGuard servers as DNS servers on FortiGate using default settings.

What is true about the DNS connection to a FortiGuard server?

Options: 
A- It uses UDP 8888.

B- It uses UDP 53.

C- It uses DNS over HTTPS.

D- It uses DNS overTLS.

Answer: 
B

Question 3
Question Type: MultipleChoice

Refer to the exhibit.



A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase

1 status is up, but phase 2 fails to come up.





Based on the phase 2 configuration shown in the exhibit, which configuration change will bring phase 2 up?

Options: 
A- On Remote-FortiGate, set Seconds to 43200.

B- On HQ-FortiGate, set Encryption to AES256.

C- On HQ-FortiGate, enable Diffie-Hellman Group 2.

D- On HQ-FortiGate, enable Auto-negotiate.

Answer: 
B

Question 4
Question Type: MultipleChoice

Refer to the exhibit.

The exhibit shows the output of a diagnose command.



What does the output reveal about the policy route?

Options: 
A- It is an ISDB route in policy route.

B- It is a regular policy route.

C- It is an ISDB policy route with an SDWAN rule.

D- It is an SDWAN rule in policy route.



Answer: 
C

Question 5
Question Type: MultipleChoice

Refer to the exhibits.

Exhibit A shows a network diagram. Exhibit B shows the firewall policy configuration and a VIP object configuration.

The WAN (port1) interface has the IP address 10.200.1.1/24.

The LAN (port3) interface has the IP address 10.0.1.254/24.







If the host 10.200.3.1 sends a TCP SYN packet on port 10443 to 10.200.1.10, what will the source address, destination address, and

destination port of the packet be, after FortiGate forwards the packet to the destination?

Options: 
A- 10.0.1.254, 10.0.1.10, and 443, respectively

B- 10.0.1.254, 10.0.1.10, and 10443, respectively

C- 10.200.3.1, 10.0.1.10, and 443, respectively

Answer: 
C

Question 6
Question Type: MultipleChoice

An administrator configures FortiGuard servers as DNS servers on FortiGate using default settings.

What is true about the DNS connection to a FortiGuard server?



Options: 
A- It uses UDP 8888.

B- It uses UDP 53.

C- It uses DNS over HTTPS.

D- It uses DNS overTLS.

Answer: 
B

Question 7
Question Type: MultipleChoice

Refer to the exhibit.

A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase

1 status is up, but phase 2 fails to come up.





Based on the phase 2 configuration shown in the exhibit, which configuration change will bring phase 2 up?

Options: 
A- On Remote-FortiGate, set Seconds to 43200.

B- On HQ-FortiGate, set Encryption to AES256.

C- On HQ-FortiGate, enable Diffie-Hellman Group 2.

D- On HQ-FortiGate, enable Auto-negotiate.

Answer: 
B
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