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Question 1

Question Type: MultipleChoice

Which three types of antivirus scans are available on FortiClient? (Choose three )

Options:

A- Proxy scan
B- Full scan

C- Custom scan
D- Flow scan

E- Quick scan

Answer:

B,C E

Question 2

Question Type: MultipleChoice




An administrator installs FortiClient on Windows Server.

What is the default behavior of real-time protection control?

Options:

A- Real-time protection must update AV signature database
B- Real-time protection sends malicious files to FortiSandbox when the file is not detected locally
C- Real-time protection is disabled

D- Real-time protection must update the signature database from FortiSandbox

Answer:

Question 3

Question Type: MultipleChoice

Refer to the exhibit.



S/ 28xx 9:85:85 AM Notice Firewall date=28xx-xx-xx time=09 :85:84 logver=2 type=traffic level=notice sessionid=34252368
hostname=Win-Internal wid=C7F3828103EB4F@SATTEIBADG202BBDY devid=FCT8003611939398 fgtserial=FGVMO10000842532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=10.8.1.190 srcport=62401 direction=outbound destinationip=199.59.148.82 remotename=N/A
destinationport=80 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked utmevent=appfirewall
threat=Twitter vd=root fctver=5.4.8.0780 os="Microsoft Windows Server 2812 R2 Standard Edition, 64-bit (build 968@)"
usingpolicy="default” service=http

Xx S /20xx 9:85:54 AM Notice Firewall date=20xx-xx-xx time=09:85:53 logver=2 type=traffic level=notice sessionid=34252360
hostname=Win-Internal wid=C7F38281D3EB4F@5A77E3BAD6282BBDY devid=FCT880361193939€ fgtserial=FGVMB10080642532 regip=N/A4
srcname=firefox.exe srcproduct=Firefox srcip=10.0.1.18 srcport=62425 direction=outbound destinationip=104.25.62.28 remotename=N/A
destinationport=443 user=Administrator@TRAININGAD.TRAINING.LAB proto=6t rcvdbyte=N/A sentbyte=N/A utmaction=blocked
utmevent=appfirewall threat=Proxy.Websites vd=root fctver=5.4.8.8780 os="Microsoft Windows Server 2812 R2 Standard Edition, 64-bit
(build 9680)" usingpolicy="default" service=https

w28 9:28:23 AM Notice Firewall date=20xx-xx-xx time=89:28:22 logver=2 type=traffic level=notice sessionid=26453864
hostname=Win-Internal wid=C7F382B1D3EB4F@SAT7EIBADG202BBDY devid=F(T800361193939@ fgtserial=FGVME10000842532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=10.0.1.18 srcport=62759 direction=outbound destinationip=2088.71.44.31 remotename=N/A
destinationport=80 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked utmevent=appfirewall
threat=Yahoo.Games vd=root fctver=5.4.8.8780 os="Microsoft Windows Server 2812 R2 Standard Edition, 64-bit (build 9608)"
usingpolicy="default"” service=http

Based on the FortiClient logs shown in the exhibit which application is blocked by the application firewall?

Options:

A- Twitter
B- Facebook

C- Internet Explorer



D- Firefox

Answer:

Question 4

Question Type: MultipleChoice

Refer to the exhibit.



= AntiVirus Protection @

= Settings

Scan files as they are downloaded or copied to my system
Dyynamic threat detection using threat intelligence data
Block malicious websites
Block known attack communication channels

= Scheduled Scan

Schedule Type | Monthly »

Scan On i
Start(HHMM) (19 » |30 =
Scan Type Full Scan v
Disable Scheduled Scan
. R e,

Add/remove files or folders to exclude from scanning
E C\Desktop\Resources),

Based on the settings shown in the exhibit which statement about FortiClient behavior is true?

Options:

A- FortiClient quarantines infected files and reviews later, after scanning them.
B- FortiClient blocks and deletes infected files after scanning them.

C- FortiClient scans infected files when the user copies files to the Resources folder



D- FortiClient copies infected files to the Resources folder without scanning them.

Answer:

Question 5

Question Type: MultipleChoice

Which statement about FortiClient enterprise management server is true?

Options:

A- It provides centralized management of FortiGate devices.
B- It provides centralized management of multiple endpoints running FortiClient software.
C- It provides centralized management of FortiClient Android endpoints only.

D- It provides centralized management of Chromebooks running real-time protection

Answer:




Question 6

Question Type: MultipleChoice

An administrator is required to maintain a software inventory on the endpoints. without showing the feature on the FortiClient dashboard
What must the administrator do to achieve this requirement?

Options:

A- The administrator must use default endpoint profile
B- The administrator must not select the vulnerability scan feature in the deployment package.
C- The administrator must select the vulnerability scan feature in the deployment package, but disable the feature on the endpoint profile

D- The administrator must click the hide icon on the vulnerability scan tab

Answer:




Question 7

Question Type: MultipleChoice

Refer to the exhibit.



coptions»
<enableds 1< /enabled>

iprefer_sslvpn_dns»le/prefer_sslvpn_dns>
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cname 3Student -S5LVPNC fname >
cdescription»SSL VPN to Fortigate«/description:
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aul»
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< ful>
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<on_connect>
iscripts
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£scripts
<tcoata[]l»
<fseripts
<fscrlpt>
< fon_connects
<on_disconnect>
dseripty
<08 Melndows < fos>
cscript>
<! [COATA[]]>
<fscripty

An administrator has restored the modified XML configuration file to FortiClient and sees the error shown in the exhibit.



Based on the XML settings shown in the exhibit, what must the administrator do to resolve the issue with the XML configuration file?

Options:

A- The administrator must resolve the XML syntax error.
B- The administrator must use a password to decrypt the file
C- The administrator must change the file size

D- The administrator must save the file as FortiClient-config conf.

Answer:

A

Question 8

Question Type: MultipleChoice

Which two VPN types can a FortiClient endpoint user inmate from the Windows command prompt? (Choose two)

Options:




A-L2TP
B- PPTP
C- IPSec
D- SSL VPN

Answer:

C,D

Question 9

Question Type: MultipleChoice

In a FortiSandbox integration, what does the remediation option do?

Options:

A- Wait for FortiSandbox results before allowing files
B- Exclude specified files

C- Alert and notify only



D- Deny access to a file when it sees no results

Answer:

Question 10

Question Type: MultipleChoice

Refer to the exhibit.
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Based on the Security Fabric automation settings, what action will be taken on compromised endpoints?

Options:

A- Endpoints will be quarantined through EMS

B- Endpoints will be banned on FortiGate



C- An email notification will be sent for compromised endpoints

D- Endpoints will be quarantined through FortiSwitch

Answer:

A

Question 11

Question Type: MultipleChoice

Which statement about FortiClient comprehensive endpoint protection is true?

Options:

A- It helps to safeguard systems from email spam
B- It helps to safeguard systems from data loss.
C- It helps to safeguard systems from DDoS.

D- It helps to safeguard systems from advanced security threats, such as malware.



Answer:

Question 12

Question Type: MultipleChoice

Refer to the exhibits.



Security Fabric Settings

@ FortiGate Telemetry

Security Fabric role SR A a8 Join Existing Fabric

Fabric name (Fabric ]

Topology @ FGVMO010000052731 (Fabric Root)

Allow other FortiGates to join @ 'portS | x
+

Pre-authorized FortiGates None &' Edit

SAML Single Sign-On € »
Management IP/FQDN © OEAVWANE Specify

Management Port Use Admin Port JEJslel%

FortiAnalyzer Logging
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Test Connectivity

Logging to ADOM root

Storage usage 144.55 MiB / 50.00 GiB
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(Number of days stored: 55/60)
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(Number of days stored: 54/365)
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Based on the FortiGate Security Fabric settings shown in the exhibits, what must an administrator do on the EMS server to successfully
quarantine an endpoint. when it is detected as a compromised host (IoC)?

Options:

A- The administrator must enable remote HTTPS access to EMS.
B- The administrator must enable FQDN on EMS.
C- The administrator must authorize FortiGate on FortiAnalyzer.

D- The administrator must enable SSH access to EMS.

Answer:
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