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Question 1
Question Type: MultipleChoice

Which three statements are correct about AWS security groups? (Choose three)

Options: 
A- a Security group rules are always permissive: you cannot create rules that deny access.

B- By default, security groups block all outbound traffic.

C- When associate multiple security groups With an instance, the rules from each security group are effectively aggregated to create

one set Of rules

D- Security groups are statetul

E- By default, security groups allow all inbound traffic.

Answer: 
A, C, D

Question 2



Question Type: MultipleChoice

A customer deployed Fortinet Managed Rules for Amazon Web Services (AWS) Web-Application Firewall (WAF) to protect web

application servers from attacks.

Which statement about Fortinet Managed Rules for AWS WAF is correct?

Options: 
A- It offers a negative security model.

B- It can provide Layer 7 DOS protection.

C- It can provide IP Reputation (WAF subscription FortiGuard).

D- It can perform bot and known search engine identification and protection

Answer: 
D

Question 3
Question Type: MultipleChoice



Refer to the exhibit.

You have created an autoscale configuration using a FortiGate HA Cloud

Formation template. You want to examine the autoscale FortiOS configuration to

confirm that FortiGate autoscale is configured to synchronize primary and

secondary devices. On one of the FortiGate devices, you execute the command

shown in the exhibit

Which statement is correct about the output of the command?



Options: 
A- The device is the primary in the HA configuration. with the IP address

10.0.0.173.

B- The device is the secondary in the HA configuration, and the IP address Of

the primary device is 10.0.0.173.

C- The device is the primary in the HA configuration and the IP address of the

secondary device is 10.0.0.173.

D- The device is the secondary in the HA configuration. with the IP address

10.0.0.173.

Answer: 
B

Question 4
Question Type: MultipleChoice

Which three statements are correct about VPC flow (Choose three.)



Options: 
A- Flow logs can capture real-time log streams for the network interfaces.

B- Flow logs do not capture DHCP traffic.

C- Flow logs can capture traffic to the reserved IP address for the default VPC router.

D- Flow logs can be used as a security tool to monitor the traffic that is reaching the instance.

E- Flow logs do not capture traffic to and from 169.2 54 .169.254 for instance metadata.

Answer: 
B, D, E

Question 5
Question Type: MultipleChoice

Which three statements are correct about Amazon Web Services networking? (Choose three.)

Options: 



A- You can configure instant IP failover in AWS.

B- You cannot configure gratuitous ARP but you can configure proxy ARP.

C- You cannot deploy FortiGate in transparent mode in AWS.

D- You cannot use custom frames in AWS

E- You can use unicast the FGCP protocol

Answer: 
C, D, E

Question 6
Question Type: MultipleChoice

Refer to the exhibit.



You have created an autoscale configuration using a FortiGate HA Cloud

Formation template. You want to examine the autoscale FortiOS configuration to

confirm that FortiGate autoscale is configured to synchronize primary and

secondary devices. On one of the FortiGate devices, you execute the command

shown in the exhibit

Which statement is correct about the output of the command?

Options: 
A- The device is the primary in the HA configuration. with the IP address



10.0.0.173.

B- The device is the secondary in the HA configuration, and the IP address Of

the primary device is 10.0.0.173.

C- The device is the primary in the HA configuration and the IP address of the

secondary device is 10.0.0.173.

D- The device is the secondary in the HA configuration. with the IP address

10.0.0.173.

Answer: 
B

Question 7
Question Type: MultipleChoice

Which three statements are correct about Amazon Web Services networking? (Choose three.)

Options: 



A- You can configure instant IP failover in AWS.

B- You cannot configure gratuitous ARP but you can configure proxy ARP.

C- You cannot deploy FortiGate in transparent mode in AWS.

D- You cannot use custom frames in AWS

E- You can use unicast the FGCP protocol

Answer: 
C, D, E

Question 8
Question Type: MultipleChoice

Which three statements are correct about AWS security groups? (Choose three)

Options: 
A- a Security group rules are always permissive: you cannot create rules that deny access.

B- By default, security groups block all outbound traffic.



C- When associate multiple security groups With an instance, the rules from each security group are effectively aggregated to create

one set Of rules

D- Security groups are statetul

E- By default, security groups allow all inbound traffic.

Answer: 
A, C, D
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